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Preface

NOTICE TO CUSTOMERS

All documentation becomes dated, and this manual is no exception. Microchip tools and
documentation are constantly evolving to meet customer needs, so some actual dialogs and/
or tool descriptions may differ from those in this document. Please refer to our web site
(www.microchip.com) to obtain the latest documentation available.

Documents are identified with a “DS” number. This number is located on the bottom of each
page, in front of the page number. The numbering convention for the DS number is
“DSXXXXXA”, where “XXXXX" is the document number and “A” is the revision level of the
document.

For the most up-to-date information on development tools, see the MPLAB® IDE on-line help.
Select the Help menu, and then Topics to open a list of available on-line help files.

INTRODUCTION

This preface contains general information that will be useful to know before using the
MRF24WBOMA/B and/or MRF24WGOMA/B. Topics discussed in this preface include:
* Document Layout

» Conventions Used in this Guide

« Warranty Registration

« Recommended Reading

« The Microchip Web Site

« Development Systems Customer Change Notification Service

e Customer Support

« Document Revision History

DOCUMENT LAYOUT

This user’s guide describes how to use the Microchip MRF24W Getting Started Guide
for MRF24WBOMA/B, MRF24WGOMA/B for MLA v5. The document is organized as
follows:

e Chapter 1. “Getting Started with MRF24WBOMA/B or MRF24WGOMA/B” —
This chapter introduces the various wireless network topologies, terminologies,
and a brief description of the hardware and software needed.

e Chapter 2. “Hardware Setup and Configuration” — This chapter provides
information on how to set up the hardware to be used in the development
environment.

» Chapter 3. “Software Setup and Configuration” — This chapter describes the
software to be used in conjunction with the hardware.

* Chapter 4. “Sample Application Demonstrations” — This chapter describes
the various applications released in the TCP/IP stack MLA release.

© 2013 Microchip Technology Inc. Prelimin ary DS52108A-page 7
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* Chapter 5. “Microchip Development Board Specifics” — This chapter
provides the pin descriptions that interface the hardware platform to the
MRF24W.

* Appendix A — This appendix provides the web links to access the hardware or
software as described in this user guide.

DS52108A-page 8 Prelimin ary © 2013 Microchip Technology Inc.
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CONVENTIONS USED IN THIS GUIDE

This manual uses the following documentation conventions:

DOCUMENTATION CONVENTIONS

Description

Represents

Examples

Arial font:

Italic characters

Referenced books

MPLAB® IDE User's Guide

Emphasized text

...Is the only compiler...

dialog

Initial caps A window the Output window

A dialog the Settings dialog

A menu selection select Enable Programmer
Quotes A field name in a window or | “Save project before build”

Underlined, italic text with A menu path File>Save
right angle bracket
Bold characters A dialog button Click OK

A tab

Click the Power tab

N‘Rnnnn

A number in verilog format,
where N is the total number of
digits, Ris the radix and nis a
digit.

4'b0010, 2'hF1

Text in angle brackets < >

A key on the keyboard

Press <Enter>, <F1>

Courier New font:

Plain Courier New

Sample source code

#define START

Filenames autoexec.bat

File paths c:\mccl1l8\h

Keywords _asm, _endasm, static
Command-line options -Opa+, -Opa-

Bit values 0, 1

Constants OxFF, <A’

Italic Courier New

A variable argument

file.o, where file can be
any valid filename

Square brackets [ ]

Optional arguments

mccl8 [options] file
[options]

Curly braces and pipe
character: { |}

Choice of mutually exclusive
arguments; an OR selection

errorlevel {O]1}

Ellipses...

Replaces repeated text

var_name [,
var_name...]

Represents code supplied by
user

void main (void)
{ ...
by

© 2013 Microchip Technology Inc.
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WARRANTY REGISTRATION

Please complete the enclosed Warranty Registration Card and mail it promptly.
Sending in the Warranty Registration Card entitles users to receive new product
updates. Interim software releases are available at the Microchip web site.

RECOMMENDED READING

This user’s guide describes how to use MRF24WBOMA/B and/or MRF24WGOMA/B. The
device-specific data sheets contain current information on programming the specific
microcontroller or digital signal controller devices. Other useful documents are listed
below. The following Microchip documents are available and recommended as
supplemental reference resources:

MRF24WBOMA/MRF24WBOMB Data Sheet (DS70632)
MRF24WGOMA/MB Data Sheet (DS70686)

To obtain any of these documents, visit Microchip web site at www.microchip.com.

DS52108A-page 10
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THE MICROCHIP WEB SITE

Microchip provides online support via our web site at www.microchip.com. This web
site is used as a means to make files and information easily available to customers.
Accessible by using your favorite Internet browser, the web site contains the following
information:

* Product Support — Data sheets and errata, application notes and sample
programs, design resources, user’s guides and hardware support documents,
latest software releases and archived software

« General Technical Support — Frequently Asked Questions (FAQs), technical
support requests, online discussion groups, Microchip consultant program
member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip
press releases, listing of seminars and events, listings of Microchip sales offices,
distributors and factory representatives

DEVELOPMENT SYSTEMS CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer notification service helps keep customers current on Microchip
products. Subscribers will receive e-mail notification whenever there are changes,
updates, revisions or errata related to a specified product family or development tool of
interest.

To register, access the Microchip web site at www.microchip.com, click on Customer

Change Notification and follow the registration instructions.

The Development Systems product group categories are:

» Compilers — The latest information on Microchip C compilers and other language
tools. These include the MPLAB® C compiler; MPASM™ and MPLAB 16-bit
assemblers; MPLINK™ and MPLAB 16-bit object linkers; and MPLIB™ and
MPLAB 16-bit object librarians.

* Emulators — The latest information on the Microchip MPLAB REAL ICE™
in-circuit emulator.

* In-Circuit Debuggers — The latest information on the Microchip in-circuit
debugger, MPLAB ICD 3.

* MPLAB IDE - The latest information on Microchip MPLAB IDE, the Windows®
Integrated Development Environment for development systems tools. This list is
focused on the MPLAB IDE, MPLAB SIM simulator, MPLAB IDE Project Manager
and general editing and debugging features.

e Programmers — The latest information on Microchip programmers. These include
the MPLAB PM3 device programmer and the PICkit™ 3 development
programmers.

© 2013 Microchip Technology Inc. Prelimin ary DS52108A-page 11
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CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:

« Distributor or Representative
 Local Sales Office

 Field Application Engineer (FAE)
 Technical Support

Customers should contact their distributor, representative or field application engineer
(FAE) for support. Local sales offices are also available to help customers. A listing of
sales offices and locations is included in the back of this document.

Technical support is available through the web site at: http://support.microchip.com.

DOCUMENT REVISION HISTORY
Revision A (January 2013)

This is the initial released version of the document

DS52108A-page 12 Prelimin ary © 2013 Microchip Technology Inc.
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Chapter 1. Getting Started with MRF24WBOMA/B or MRF24WGOMA/B

1.1 OVERVIEW

MRF24WBOMA/B and MRF24WGOMA/B Wi-Fi® PICtail™ are the 802.11 module
based boards for evaluating 802.11b/g wireless connectivity on the Microchip
Technology’s processing platform. MRF24WBOMA/B and MRF24WGOMA/B Wi-Fi®
PICtail™ are the expansion boards that are compatible with the Explorer 16 and
PICDEM™.NET 2 development boards.

* MRF24WBOMA/B supports only 802.11b (1 Mbps, 2 Mbps)

* MRF24WGOMA/B supports both 802.11b and 802.11¢g

802.11b, ratified in 1999 is an extension of 802.11 that uses the same 2.4 GHz
frequency band, and supports two additional transmission rates, 5.5 Mbps and

11 Mbps along with existing 1 Mbps and 2 Mbps.

802.11¢, ratified in 2003 is backward compatible with 802.11b, and supports the
additional transmission rates of 6 Mbps, 9 Mbps, 12 Mbps, 18 Mbps, 24 Mbps,
36 Mbps, 48 Mbps and 54 Mbps.

1.2 SCOPE

The Getting Started Guide covers these topics:

* MLA v5 based releases
« MPLAB® X IDE

1.3 HARDWARE

The following are required for developing or evaluating of the Microchip
MRF24WBOMA/B and MRF24WGOMA/B Wi-Fi® module 802.11b/g solution:
« MRF24WBOMA/MB or MRF24WGOMA/B Wi-Fi® PICtail™

* One of the following Microchip hardware development platforms:

- Explorer 16 Development Board (PIC24 or PIC32 depending on the
personality module)

- PICDEM.Net2 (PIC18)
- PIC32 Starter Kit and I/O Expansion Board
* One of the following Microchip development tools:
- MPLAB Real ICE
- MPLAB ICD
- PICKIit™ 3 programmer with AC164110 RJ11 to ICSP adapter

« Power supply (different hardware configurations have different power require-
ments. Use the AC power adapter that comes along with the kit)

© 2013 Microchip Technology Inc. Prelimin ary DS52108A-page 13
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» 802.11 access point (AP) (b, b/g, or b/g/n) required for using the development
board in Infrastructure BSS mode
- Linksys WRT54G or WRT54G2 is recommended, and it is used as a refer-
ence in this document. If other types of APs are used, the approach remains
similar and user must refer to the APs operating manual.

1.4 SOFTWARE

This user’s guide consists of sections on installing the Microchip MPLAB X IDE, the
Microchip MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® SDK and TCP/IP stack, and
the necessary changes to configure the demonstration software for networks with
different characteristics apart from the default settings. Refer to Appendix A, for direct
links to the specific Microchip software you may require for your project. The latest
Microchip documentation is available on the Microchip web site, and takes precedence
over software bundles on the installation CD. The latest MRF24WBOMA/B and
MRF24WGOMA/B Wi-Fi® documentation is available on the Microchip Wi-Fi® support
web site (http://www.microchip.com/pagehandler/en-us/technology/wifi), and is the
most accurate.

This user’s guide documents how to configure the wireless network by hard coding the
network parameters into the software, then compiling, and storing this information on
the Microchip MCU. The software uses the C function calls to modify the values in
variables used to keep the configurations. Customer application code can therefore
create a user interface that allows scanning for networks and then configuring based
on the end users selection. As an example of using the variables, the included
demonstration projects have a number of source files to allow run-time configuration of
the networks (for example, select Ad hoc or Infrastructure network type, change the
SSID, change the security methods and keys, and so on).

The required software installation to build the project are:

* Microchip MPLAB® XC compiler
« Microchip MPLAB C18 compiler (PICDEM.Net 2 and PIC18)
* Microchip MPLAB X IDE

Refer to Appendix A, for download information.

1.5 REFERENCES

For more information, refer to the following:

» Microchip TCP/IP Stack Help
The help file comes with the TCP/IP source code releases.

DS52108A-page 14
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1.6 COMMON TERMS AND DEFINITIONS

TABLE 1-1:

COMMON TERMS AND DEFINITIONS

Parameter

Description

STA

Station (local station) is a device on the network, typically refer to a wireless
device. This can be a laptop, PC, or the Microchip development board with
MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™.

LAN

Local area network (LAN) is a collection of computers communicating to each
other. LAN consists of two devices communicating through a wireless access
point (AP) or router (see Figure 1-1). Local networks can communicate to
each other, or, with a WAN (internet) connection, and they can communicate
to other networks over the internet.

AP

Wireless access point (AP) is a device that creates a wireless network that
multiple wireless devices can connect to. When connected to a wired
network, wired and wireless devices can communicate with each other.
Typically, most APs and routers come as a single unit, making the connection
between wired, wireless and internet seamless.

Router

Router is a network device that directs and forwards traffic. Generally, a router
and an AP are combined together, so that wired and wireless devices can
communicate to each other.

DHCP

Dynamic host configuration protocol (DHCP) is an application layer protocol
that manages the IP network. This reduces the amount of manual intervention
required when putting a new device on the network. To connect to a network,
you are provided with an IP address by the DHCP server.

Ooul

Organizationally unique identifier is a 24-bit number (3 bytes) that composes
the first three bytes (octets) of the six byte MAC address. The OUl is
managed by the IEEE. The OUI that identifies MRF24WBOMA/B or
MRF24WGOMA/B is 00:1E:CO0. With each OUI, you are guaranteed 224
unique combinations that can be used for device identification.

MAC address

Media access control address is a unique identifier to each device on a
network. For a given OUI, there can be 224 uniquely programmed MAC
addresses.

BSS

Basic service set is the basic building block of a wireless LAN. This usually
consists of an AP, with one or more wireless stations. This is commonly
referred to as Infrastructure mode.

IBSS

Independent basic service set is a network with no controlling AP. The first
device to start the network will broadcast the SSID, and other local stations
can join. This is commonly referred to as Ad hoc mode.

SSID

Service set identifier is a name for the wireless network.

WEP

Wired equivalent privacy is an encryption mechanism for wireless networks.
Most APs implement two different flavors of WEP, 64-bit WEP (WEP-40) and
128-bit WEP (WEP-104). Several failings have been identified in WEP,
resulting in easily hackable and insecure networks. WEP is no longer
recommended for use, except as required to interface with legacy equipment
that cannot support WPA/WPA2.

WPA

WiFi protected access is the implementation of the IEEE 802.11i specification.
It is considered a secure alternative to WEP.

WAN

Wide area network is a network that connects other networks (LANS)
together. The most famous WAN is the internet.

MCU

Microcontroller unit. In the case of this demonstration, this will either be PIC18
(PICDEM.net 2), PIC24 (Explorer 16), or PIC32 (Explorer 16).

© 2013 Microchip Technology Inc.

Preliminary DS52108A-page 15



Microchip MRF24W Getting Started Guide for MRF24WBOMA/B, MRF24WGOMA/B for MLA v5

1.7

171

LOCAL NETWORK TOPOLOGIES

Infrastructure Basic Service Set (BSS)

A common example of a local network operating in Infrastructure mode is shown in

Figure 1-1.

FIGURE 1-1:

INFRASTRUCTURE BSS NETWORK

(t9)

r

Legend )

Simplest L

ocal Network (BSS)

Symbol | Count [

Description

8 1

oS 1

- 1

b {

Wireless access point
Router

WiFi MRF24WE/GO
madule

Laptop computer

Figure 1-1 illustrates a laptop computer and the Microchip development board with
MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™ communicating with each
other through a wireless AP and router. This network can gain access to the internet if
the router is connected to a WAN.

DS52108A-page 16
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1.7.2 Independent BSS (IBSS) or Ad hoc Network

Another example of a common local network is the ad hoc (IBSS) network,
see Figure 1-2.

FIGURE 1-2: IBSS OR AD HOC NETWORK
= Legend )
Simplest Local Network (IBSS)
Symbol I Count | Description
a . WiFi MRF24WB/GO
module (Ad-hoc mode)
<9 1 Laptop computer

The Microchip development board with MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi®
PICtail™ is the first station to broadcast when creating the network, see Figure 1-2. In
this case, join the laptop to the ad hoc network after the development board has gone
through the steps of setting up the ad hoc network. The security mode supported is
Open mode and WEP security. According to specifications, ad hoc network only sup-
ports 802.11b rates of 1 Mbps, 2 Mbps, 5.5 Mbps and 11 Mbps. Most Android devices
do not support ad hoc network.

© 2013 Microchip Technology Inc. Prelimin ary DS52108A-page 17
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1.7.3 WiFi Direct (Peer-to-Peer (P2P)) Network

Figure 1-3 provides a typical example of local network, WiFi Direct (peer-to-peer (P2P))
network. WiFi Direct does not support 802.11b, therefore only MRF24WGOMA/B Wi-
Fi® PICtail™ can support such network types.

FIGURE 1-3: WIFI DIRECT (PEER-TO-PEER P2P) NETWORK

P —
-”F"‘w-.i.;.- =
: =

| B
-
1%

Group Client [GC)

Group Client [GC)

=

Group Client {GC)

Group Owner (GO)
( Legend )

WiFi Direct (Peer-to-Peer P2P ) Network

Symbol | Count I Descrniption

- 1 WiFi MRFZAWEDMASB
madule (WiF Direct made)

< 1 Laptop computer

WiFi Direct allows you to configure a secured wireless network between several
devices, such as smart devices, laptops or computers with wireless network adapters,
without using an AP. WiFi Direct supports WiFi Protected Setup (WPS) connection
method, which is known as the WSC (WiFi Simple Configuration) Config Methods in
the Wi-Fi Peer-to-Peer (P2P) Technical Specifications, in particular WPS Push Button
method with WPA2.

From the negotiation process, each device will determine which devices become group
owner (GO) or group client (GC). The “GroupOwnerintent” field in the P2P information
element (IE) will indicate the level of desire to become the GO. The higher the value,
the higher the desire to be the GO. Since MRF24WGOMA/B supports the role of GC
only, it implies GroupOwnerIntent=0 (P2P IE). Within each WiFi Direct network, there
can be only one GO, similar to only single AP in the infrastructure network.
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1.7.4 SoftAP Network

Figure 1-4 provides a typical example of common local network, software enabled AP
(SoftAP) network. Current RF module firmware version only has the MRF24WGOMA/
B Wi-Fi® PICtail™ programmed to support this network type.

FIGURE 1-4: SOFTAP NETWORK

" Legend )

SoftAP Network
Symbol | Count Description
= 1 WiFi MRF24WG0

module (SoftAP mode)

] 1 Laptop computer

SoftAP functions can be used to extend wireless coverage and share internet
connection with others.
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NOTES:
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Chapter 2. Hardware Setup and Configuration

2.1 PICTAIL SETUP

The MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi®PICtail™ can be plug into either the
PICtail Plus (Explorer 16) using the card edge connector or the PICtail slot
(PICDEM.net 2) using the pin header on the development board, see Figure 2-1.

FIGURE 2-1: MRF24WBOMA/B OR MRF24WGOMA/B WI-FI® PICTAIL™

When inserting the PICtail into the development board, orient the PICtail with the
module facing the microcontroller.

2.2 PICDEM.NET 2

The PICDEM.net 2 can be used to demonstrate wireless functionality by connecting the

PICtail with header J1 on the PICtail inserted into connector J5 on the PICDEM.net 2
Development Board, see Figure 2-2.

FIGURE 2-2: PICDEM.NET2 DEVELOPMENT BOARD WITH
MRF24WBOMA/B OR MRF24WGOMA/B WI-FI® PICTAIL™
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2.3 EXPLORER 16 AND PIC32 STARTER KIT

The Explorer 16 and PIC32 Starter Kit can be used to demonstrate wireless
functionality by connecting the PICtail with header J1 on the PICtail inserted into the
top slot of connector J5 (Explorer 16) or J4 (1/O Expansion Board) on the PIC32 Starter
Kit boards, see Figure 2-3.

FIGURE 2-3: EXPLORER 16 AND PIC32 STARTER KIT WITH
MRF24WBOMA/B OR MRF24WGOMA/B WI-FI® PICTAIL™

2.4 CONNECTING THE DEVELOPMENT BOARD

Warning: The boards in this kit are highly sensitive to electrostatic discharge (ESD).
Maintain ESD practice while in contact with the boards.

Perform the following actions to connect the development board:

1. Connect RJ11 cable (grey phone cable) from the RJ11 port on the development
board to the ICD.

2. Applicable only to Explorer 16 and PICDEM.Net2:

Connect the serial cable to the serial port (UART port) of the development board
and to the serial port (COM port) on the PC (typically, the default port on the PC
is COM 1, but the default number may differ from PC to PC). This is required to
monitor the debug messages from the MLA TCP/IP software stack. Refer to
2.6 “Serial Monitor Setup”, for more information on setting up the serial
connection.

3. Connect the USB cable from the ICD to the PC.
Power-up the development board.

5. Power on the AP or router, and connect the PC to the AP or router with an
Ethernet cable. If a wireless laptop (PC) is used, associate the computer with the
correct SSID of the wireless AP.

>
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2.5 WIRELESS ACCESS POINT (AP) SETUP

The following sections provide the settings and configuration options for the Linksys
WRT54G2 Wireless-G Broadband Router. In this scenario, the terms “access point”
and “router” are synonymous, and refer to the combination of these two networking
parts as a single unit. The graphics in this section are specific to this particular AP. The
concepts and items that need to be configured should be identical if a different AP is
used.

» Accessing the AP Configuration Pages

« Main AP Configuration Page
- Setting up the Wireless AP

2.5.1 Accessing the AP Configuration Pages

Figure 2-4 shows the web interface to the AP. These web pages can be viewed from
any web browser. Enter the IP address of the AP, for example http://192.168.1.1, in the
URL. The Linksys WRT54G2 Wireless-G Broadband Router uses the IP address, http:/
/192.168.1.1.

When prompted with the authentication text box, leave the “User Name:” field blank,
and use “admin” as the password in the “Password:” field.

The IP address of the AP and configurations or settings may vary for each model. Refer
to the access point operating manual, for more information.

FIGURE 2-4: ACCESS POINT LOGIN
—
fle Edt Yew Hgtory Bockmerks Tooks Help B
. X W 192.168.1.1 \ > =[G Pl =
Default administration URL for Linksys WRTS54G router
Authentication Required
0 A username and password are being requested by hitp:/J192.168.1.1, The ste says: "WRTS4GZ
Lisar Mame:
Password: | weses|
f [ e ][ comel
Default credentials for access to the router
Lser Name: blank
Password. admin
Waiting For 152.168.1.1... TE Ros & @
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2.5.2 Main AP Configuration Page

After authenticating with AP, the configuration page will be displayed. The settings on
the configuration page are for configuring the router portion of the system. Most of the
default settings are pre-programmed and enough for the demonstration. By default, the
WRT54G router acts as a DHCP server. For the demonstration, consider AP as the
DHCP server, as shown in Figure 2-5.

FIGURE 2-5: AP CONFIGURATION PAGE

LINKSYS by Cisco

Firmrasare \irgson: 1.0.03
Wireless-G Broadband Router WRTS4G2
Access Applications

Restrictions & Gaming

Basic Selup | DONS | MAC Address Clone | Advanced Roating

Setup Wit eless Security Administration

Automatic Configuration -

Internet Connection Type '_M_tuma'lic_t:qnﬁgy@iqn-DHL“._.P bt selting is most
CE SO S Rouer Mame:  |WRT5452
(required by some I5Ps) | Host Hames: Erdes |
Hist Marme: nama providad by
Docemanin Narme: .
I Domain Hame:
MTLE Auto ] b domain name provided by yo
Sirw . _ Enable the DHCP 5P
! Server to have the Mare...
AP assign a
Network Selu
— # dynamic address to Local IP Address; This ks the
Router IP Locol P Address: (192168 .[1 the development nddress of the router
Subnet Mask: 255,255, 2550 v platform Stbnet Mask: This i the
3 subnet mask of the nouber
Metwork Address
Server Setinga (#cp | OPP e Onable Ovinable
Starting © Agdress 192.168,1. 100 | e s
Macdimim Mumber of [ 0 uage your [P
DHCP Users: 50 | -
Clenl Lease Tine: |0 minudes (0 means one doy)
Stalic DMS 1 0 |.0 0 0
Static DNS 2 o [fo |.Jo .o
- : Maximum number of DHCP
Static DNS & 1] |0 o |.[0 u meavy Bindl the
- - 5 chire YOAR
VNS o [|.[o [lo .o
Time Setting Time Zone:
(GMT-08:00) Pacific Time (USA & Canada) bt

[ ausomaticaby adhast clock for dayiight saving changes

Save Settings Cancel Changes c I 5‘ u .
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253 Setting up the Wireless AP

1. To set up wireless AP, Click Wireless tab at the top of the screen.

2. Either Figure 2-6 or Figure 2-7 will be displayed. If Figure 2-6 is displayed, click
Manual radio button and Figure 2-7 will be displayed. Figure 2-7 shows the basic
wireless settings required for the demonstrations.

FIGURE 2-6: WI-FI PROTECTED SETUP (WPS)

LINKSYS by Cisco

Firrrrmars Whrseon: 10003
Wireless-G Broadband Router WRTS4G2

Wireless

Acceoss Applications

k Administration
Restrictions & Gaming

Setup Wireless Security

Advanced Wireless

Basic Wireless Settings | Wireless Security | Wireless MAC Filter | Settings

Wi-Fi Protected Setup

Wireless NHelwork Mode: 1

Wirelezs Configuration: O manual = Wi-Fi Protected Setup
Click the manual button if -
Wi-Fi Protected Setup ™ you see a similar page Disabile
Use one of the folowing for each W4-Fi Protected Setup supported device: IS
1. It your chert device has &
Wi-F| Profecied Setup button,
chick or press thal button, and

thén chick the butten on the right
OR
_2. Ilmﬁlﬂ_mhﬁaw-ﬂprmw Sefup PR number enber thal rember here
e Ragie

oR
3.1t your chent asks for the Router's FIN number ender this number 02358338 in your
chert device.
‘Wi-Fi Protected Setup .
Stalus: Configured
Network Hame (SSID): lirksys
Security: Disabled

|l|||||||
CIsco.
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FIGURE 2-7: BASIC WIRELESS SETUP

LINKSYS by Cisco

Firmmare \ersion: 1003
Wireless-G Broadband Router WRT54G2

Wireless o i Access Applications Administration Status
Setup Wireless Security Hestrictiane & Gaming

Advanced Wireleas
Settings

Wireless Network
_ Wireless Network Mode: If

Basic Wireless Settings | Wireless Security | Wireless MAC Filter |

Wireless Configuration: @ Manual O Wi-Fi Protected Setup
| FRt - — |
Wireless Network Made: | Mied |

Wireless Network Name (SSIDY MicrochipDemoAP
Wireless Channel " ' E - ?__45.3'?Gle VJ

Yifre Brosdcast ® Eﬁe  pisable
Wi-Fi Demo|SSID Name

RF channel to use
By default, the Wi-Fi Demo will scan channels 1, 6, and 11

SHIT
Save Settings Cancel Changes c l sc 0 -

Table 2-1 provides a summary of the options that is required for the basic wireless
settings and its expected values.

Table 2-1:  Wireless Settings

Option Value/Setting

Wireless network name (SSID) | MicrochipDemoAP or MicrochipDemoAP_123
(case sensitive), or any desired SSID network

name
Wireless channel Either channel 1, 6 or 11
Wireless network mode Either mixed mode (b and g service) or B-only

3. After the set up, click Save Settings button. The AP should confirm that the set-
tings have been saved successfully to set up the AP for the demonstrations. For
experimenting with wireless security modes, refer to 4.5.7.1 “Wired Equivalent
Privacy (WEP)” or 4.5.8 “WPA/WPA2".
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2.6 SERIAL MONITOR SETUP

The Serial Monitor Setup is applicable for Explorer 16 and PICDEM.Net2 development
boards. The MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™ displays and
send status information to the serial UART port on the Microchip development board
that is useful for debugging. This section provides detailed information on setting up a
terminal session to view this output by using “HyperTerminal” as an example. The same
approach is used for other serial port monitors such as Tera Term and so on.

2.6.1 To Set up Serial Monitor

1. Launch HyperTerminal from the Run from the Windows Start menu or directly
from the Windows Start menu, see Figure 2-8.

FIGURE 2-8: STARTING HYPERTERMINAL FROM RUN DIALOG
Run 3

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it for vou.

(o H pertrm. exe v

I OK H Cancel H Browse. .. }

2. Name the connection and press OK, see Figure 2-9.

FIGURE 2-9: HYPERTERMINAL NAME SETUP

Connection Description @@

% MNew Connection

Enter a name and choose an icon for the connection:

Name:
_ DevBoard UART]
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3. Selectthe COM port as the listening port. Generally, the COM port will be COM1,
check the system to ensure correct port is selected and then press OK, see
Figure 2-10.

FIGURE 2-10: COM PORT CONNECTION

Connect To

% DevBoard UART

Enter details for the phone number that you want to dial;

Coauntry/region:

Area code:

Phane number:

Connect using v

[ (1] 8 ” Cancel J

4. Choose communication port parameters and then press OK, see Figure 2-11.

FIGURE 2-11: COM COMMUNICATION SETTINGS
COM1 Properties
Port Settings
Bits per second: | 13200 v
Data bits: |8 v
Paiy: | None v
Stop bits: |1 v
Flow contiot: | None v/
l Restore Defaults ]
| ok || cancet || ppy |

5. After the serial port monitor is set up it will print the messages from the
MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™.
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Chapter 3. Software Setup and Configuration

3.1 SOFTWARE ITEMS TO INSTALL

The following are required to install the software:

« Microchip MPLAB Integrated Development Environment (MPLAB® X IDE)

* Microchip MPLAB® XC compiler (PIC24/32) and Microchip MPLAB C18 Compiler
(PIC18)

* Microchip TCP/IP stack installer (which contains the MRF24WBOMA/B or
MRF24WGOMA/B Wi-Fi® driver)

Note 1: Microchip In-circuit Debugger, for example ICD 3 or REAL ICE™ driver
is embedded with the MPLAB X IDE installation.

2: The screenshots provide references to older versions of the MPLAB X
IDE, and older compiler and TCP/IP stack versions. These screenshots
are for visual cues only, and the latest versions should be installed from
the Microchip web site.

3.2  INSTALLING THE MICROCHIP MPLAB® X IDE

The path to the MPLAB X IDE is available on the Microchip web site, see

A.2 “Microchip Software”. After downloading the installer, execute the setup file and
follow the GUI instructions for installing the MPLAB X IDE on your computer. Restart
the computer after the installation.

3.3 INSTALLING THE MICROCHIP MPLAB® XC/C18 COMPILER

Different versions of the MPLAB XC compiler for different PIC microprocessors are
available. For PICDEM.net 2 Development Board, the C18 compiler for PIC18 MCUs
is required. For Explorer 16 Development Board, either the XC16 compiler for PIC24/
dsPIC or the XC32 compiler for PIC32 devices is required.

Microchip offers evaluation copies of the compilers (student versions) that can be
downloaded from the Microchip web site, refer to A.2 “Microchip Software”. After
downloading the installer, run through the setup to install the compiler on your system.
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3.4 INSTALLING THE MICROCHIP TCP/IP STACK WITH MRF24WBOMA/B OR
MRF24WGOMA/B WI-FI® DRIVER

The TCP/IP stack and MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® driver is
available in two different forms:

+ CDROM disc
« Download from Microchip web site (www.microchip.com)

A CDROM disc with the installer is bundled with the development kit provided by
MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® Wireless. Optionally, the installer can
be downloaded from the Microchip web site, refer to A.2 “Microchip Software”. Itis
recommended to download the latest software version from the Microchip web site,
which covers latest bug fixes and the best support for current versions of the compilers.

The installer by default installs the stack code, driver, documentation and
demonstration project files into versioned directory, where version is denoted by the
MLA date, for example, C:\Microchip Solutions v2012-08-22.

3.5 INSTALLING INTERIM CODE RELEASES

User may need to install special interim code releases that are not part of the function-
ary code library provided by Microchip and MRF24WBOMA/B or MRF24WGOMA/B.
The reasons can be high priority bug fixes, new features that are required by the cus-
tomers and so on.

3.5.1 To Install the Interim Code

1. Save any open files in the C:\Microchip Solutions directory and quit the
MPLAB X IDE.

2. Open the zip file to view affected directories.
Save required work files from this directories to another location.

4. Unzip or copy the directories in the zip file to the C:\Microchip Solutions
directory.

5. Restart the MPLAB X IDE to use the codes.

w
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Chapter 4. Sample Application Demonstrations

The development environment is equipped with three out-of-the-box WiFi
demonstrations to showcase the MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi®
module. More demonstrations and features may be added in the future.

These demonstrations are illustrated based on Microsoft Windows® OS and the
Linksys WRT54G2 Wireless-G Broadband Router. The concepts remain the same for
different OS or router.

The following network types (MY_DEFAULT _NETWORK_TYPE) are supported, as
indicated in the WF_ConTfig.h file:

 CFG_WF_INFRASTRUCTURE

CFG_WF_ADHOC

CFG_WF_P2P (applicable only for MRF24WGOMA/B)

* CFG_WF_SOFT_AP (applicable only for MRF24WGOMA/B)

Note: SoftAP, WiFi Direct (P2P) and WiFi Protected Setup (WPS) are only sup-
ported by stack version v5.42 and newer version.

4.1 BASIC DEMONSTRATION APPLICATIONS

e TCPIP — Demo App
e TCPIP — WiFi Console
* TCP/IP — WiFi EZConfig

Detailed information is available in the Microchip TCPIP Stack Help.chm help file,
which is part of the TCP/IP Stack source code releases.

4.1.1 TCPIP — Demo App

A powerful WiFi demonstration that shows a web server that enables you to perform
many application level activities such as send and process form data, send emails,
upload files and so on. This demonstration highlights many applications that are
supported by the Microchip TCP/IP stack and how they can be used with WiFi.

Supported network types:

e CFG_WF_INFRASTRUCTURE

« CFG_WF_ADHOC

« CFG_WF_P2P (applicable only for MRF24WGOMA/B)

In addition, this demonstration is used to showcase the two WPS connection methods:
e WF_SECURITY_WPS PUSH BUTTON

« WF_SECURITY_WPS_PIN
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4.1.2 TCPIP — WiFi Console

TCP/IP — WiFi Console is a throughput performance demonstration using a tool called
Iperf, which is a commonly used networking test tool. Iperf will allow you to measure
the throughput bandwidth on the WiFi link for both receive and transmit.

Supported network types for TCP/IP - WiFi Console:

e CFG_WF_INFRASTRUCTURE

« CFG_WF_ADHOC

« CFG_WF_P2P (applicable only for MRF24WGOMA/B)

4.1.3 TCP/IP — WiFi EZConfig

TCP/IP - WiFi EZConfig demonstration configures an embedded device on a wireless
network. It utilizes the web server of the TCP/IP stack and a wireless ad hoc (IBSS)
network to allow the user to input the desired network information from a client browser,
and then Reset the device to connect to the desired network.

Supported network types:

« CFG_WF_ADHOC
* CFG_WF_SOFT_AP (applicable only for MRF24WGOMA/B)

4.2 WALKTHROUGH AND INSTRUCTIONS ON RUNNING THE
DEMONSTRATION

This section consists of the following logical sections:
» Opening Existing Projects

« Hardware Configuration Options

« Compile-Time Configuration Options

» Compiling and Downloading Images

¢ Running TCP/IP — Demo App

* Running the TCPIP — WiFi Console

* Running the TCPIP — WiFi EZConfig
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4.3 OPENING EXISTING PROJECTS

This section describes the TCP/IP demonstration application running on an Explorer
16 Development Board with a PIC24/32 PIM module installed. The configuration,
compile and downloading of the code image to the PIC MCUs is the same for all of the
development boards, MCUs and demonstration applications. After starting the MPLAB
X IDE, the user can open an existing project.

4.3.1 To Open an Existing Project

1. To open an existing project, from Eile>Open Project, see Figure 4-1.

FIGURE 4-1: OPEN AN EXISTING MPLAB PROJECT

€ MoLAB X IDE L
(Fila) £t View Mavigate Source Refactos Run Debugy Tesm Tools Window Help

T MNew Project. Curle Shifft= N =
- o
8 Open Propect... Ceil=Shift= 0
Open Recent Project s

Irnport ’

Open Tearn Project.

Cluse Project

Open File—.

Open Recent File " ﬁ’ Chuick Start n Mnute Videos
Preject Grows * %
SRR @ MIPLAB IDE v& Users - IMPORTANT & Differences from MPLAG S
?'Flll{. Tour All Tutorials >
H;' sy + @ Dowmboad Compilers and Assemblers
Page Setup.. HeleaNe MO S A0 SUDEOFT LOCWMenIancn
Print.
Prnd ta HTNL...
Exit
- Open Sampie Project
2. Open Project dialog box is displayed. In the “File name”, choose C:\Microchip
Solutions\TCPIP\Demo App to display folders, see Figure 4-2.
FIGURE 4-2: OPEN PROJECT DIALOG
Iz —=
' Open Project R ﬁ
B l.u-ulcn:.__DemoApp = ¥ o
o . - )
o Pri -
Recent [tems T Con Glectione
ol = MPLAB.X | TCPIP - Demo App
; ¥ | ObjXC32-EX16_MRF24WG =,
. 5 P ed Hex || Open as Main Project
+- |, S5lKeys
Desktop i . WebPages2 Open Required Projects:
|
- |
My Documents
Computer
= —_—
‘!5 File name: C:Microchip Microchip Solutions v2012-07-18\TCPIP\Demo AppMPLAB. X | Open Project
|
hark Files of type: Project Folder - Canicel Opei

3. Click MPLAB. X folder, and then click Open Project to open a project.
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44 HARDWARE CONFIGURATION OPTIONS

Depending on the development board used, the relevant hardware profile header file
must be changed to match the configuration of the slot on which the PICtail is plugged
into. For Explorer 16 with XC32 configurations, the hardware profile header file is HWP
EX16_MRF24W XC32.h. Ensure that the selected SPI option (MRF24W_IN_SPI1 or
MRF24W_IN_SPI2) matches the development board’s setup. Figure 4-3 shows the

location of the required changes.

Required hardware profile header files for the development boards:

* PICDEM.net 2 Development Boards, only one configuration for the PICtail and

MRF24W_

IN_SPI1 to be defined

» Explorer 16 Development Board using PIC24FJ128GA010, use either

MRF24W_IN_SP11 or MRF24W_

IN_SP12; if it matches the location that the PIC-

tail is plugged into the card edge connector (SPI1 refers to the upper location,

closest to the LCD)
» dsPIC33FJ256GP710, this Plug-In Module (PIM) works only when

MRF24W_IN_SPI12 is defined and the PICtail is plugged into the middle card edge

socket

FIGURE 4-3:

HWP EX16_MRF24W XC32.H SPI OPTIONS

tions v2012-07-18 Proy

£ sdefing SPIRAM_S01_TRIS
/f 2define SPIRAM_SDO_TRIS
_._." defing SPIRAM_SPI_IF
£ =defing SPIRAM_SSPBUF
/! 2define SPIRAM_SPICONL
f 2dafine SPIRAM_SPICON1bits
Jf edefine SPIRAM_SPIBRG

EEE'EEEEEEEEE_EEEEEEE

fr

/f #define SPIFLASH_CS_TRIS
[/ adefine SPIFLASH_CS_I0

/[ edefine SPIFLASH_SCK_TRIS
/[ edefine SPIFLASH_SDI_TRIS
/f &define SPIFLASH_SDI_1O

/[ edefine SPIFLASH_SDO_TRIS
[/ 2define SPIFLASH_SFI_IF
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AW XC3Zh (e microchip,_\eonfig:

d. PR T

H_]EKI‘-‘!EFE 1:]‘.._'_

definsd

HaFIC33E

it 'defined|_ PICI4FIZSEGA110__

defined | FICIAZ
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45 COMPILE-TIME CONFIGURATION OPTIONS

The following files contain most of the compile-time options for the demonstrations:

e TCPIP MRF24W.h, located in the Configs sub folder within individual demon-
strations. For example, \TCPI1P\Demo App\ConfTigs\TCPIP MRF24W._h.

« WF_Config.h, located within the individual demonstrations. For example:
\TCPIP\Demo App\WF_Config.h

These files can be viewed within the MPLAB X IDE using the file navigator.
45.1 SSID

The network name is stored in the variable MY _DEFAULT_SSI1D_NAME
(MY_INFRASTRUCTURE_SSID) in WF_Config.h file. To change the network name,
you must modify the defined name as shown in Figure 4-4.

FIGURE 4-4: MODIFYING SSID

@Mrcml-up&nluhnns 2 151G { = ) 18 ! "
6= F|Ie Edit Search Project Options View Window Help -l S

DEeHER & Xl 20 Al b es 0T 400K BC

fdefine CFG_WF_INFRASTRUCTURE 1
gdefine CFG 'HT P2p 3

$define MY DEFAULT NETWORK_TYPE
ne MY _DEFAULT_DOMAIN
ne MY_DEFAULT_LIST_RETRY_COUNT

/™ CFG_WF_INFRASTRUCTURE, CFG_WF_P2P *

/*® Number of times to try to connect to ths

TR T TS ST T e I L et

|  seefine wy inrrasTRUCTURE ssID "HiczochipDemoAb” | /* if WF_SECURITY_WPS_PUSH_BUT
- o PRl UE’“‘JU‘ T 4:\.9!‘41{ M-E - +
$dsfine MY _DETAULT SCAN_TYPE

o e

/* WF_ACTIVE_SCAN or WF_PASSIV
/™ Number of beacon periods -

[} $define MY DEFAULT SSID_MAME MY_INFRASTRUCTUR E_SSID |
. B —— - L /™ Default channel list for FCC =/ =
/™ Select Infrastructure Power Save Mode */
¢define MY _DEFAULT_PS_POLL WE_DISABLED /™ PS is not supported in Adhoc ®/
&:: :ie,__ulad MRFZI4NWG
/* 2define WF_AGGRESSIVE_PS =/ /= WARNING 111 : This enly can work with 1209 module FW version or later.

* If you use the earlier version such as 1207 or 1205, then you should not define this.
= Defining this will lead ASSERT problem with old module Fw.
=f

$endif

Note: If selected network type is WiFi Direct (CFG_WF_P2P), the SSID is unique
and is defined as DIRECT-.
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452 Static IP Address

By default, the demonstrations use DHCP and rely on the DHCP server in the AP or
router to give the development board an IP address on the network.

4521 TO ENABLE THE USE OF A STATIC IP ADDRESS

1. The selected static IP address must be on the same subnet as the AP. By default,
the Linksys WRT54G manages IP addresses on the subnet 192.168.1.x
(192.168.1.1 is for AP). The IP address above 192.168.1.100 are dynamically
managed by the DHCP server. Therefore, ideal to assign a unique static IP
address in the range of 192.168.1.2 — 192.168.1.99.

2. Two sections of the code must be changed to use the static IP address. To stop
the development kit to request a dynamic address, comment the variables
STACK_USE_AUTO_IP and STACK_USE_DHCP_CLIENT in the \con-
Tigs\TCPIP MRF24W.h file, see Figure 4-5.

FIGURE 4-5: DISABLE AUTO IP AND DHCP CLIENT

(& Microchip Solutions ¥2012-08-22 pﬁs«.mmam - [TCPIP MRE24W.h (c\microchip\\configal]
¥ File Edt Search Project Options View Window Help
| DEHER & XhBR 2C ANy EEHes.00 A002 BOBO Ok e

__TCPIPCONFIG_H

“GenezicTypelefn.h"
“Cospilez.h*
GENERATED_BY_ TCPIPCONFIG “Version 1.0.3383.23374"

.huol-ca'-r_\n Level Module Selem nn

lines to enable or
= dis qblgd '|I‘|: ol Iovung hgh |=\:I application modules.

ne STACK_USE_UART /f Application deme using UART for IP address display and stack configuration
4 fine STACK_USE_UART2TCP_BRIOGE /] UART to TCP Bridge application example
erei.re STACK_USE_IP_GLEANING
ne STACK_USE_IDMF_SERVER /f Ping query and response capability
fine ST.\:CP‘ USE ICHP_CLIENT [ I Ping transmission capability
ne STACK USZ_HTTPZ SERVER .-'; HTTP sarvar with POST, Coolies, Authentication, etc

define S‘I‘-‘\Ci( U‘-E SSL_SER\.-'ER /I SSL server socket support (Requires SW300052)
.I’ SSl clisnt socket Q0s2)
s e STACK USE AUTO_IP I Dvﬂ-am: link- layer [P agﬁless Butomatic caniuoura hiah protocsl
! xdehne STACK USE DHCP CL]E NT NAMc Hast canh uration Protocaol client for cbtaining 1P address and other parameters
Toeline —LE_ 77 Single server S
! dcflre ST»\\CP’,USE,F—FP SER JER /[ File Transfer F'ruluccl (G
define STACK_USE_SMTP_CLIENT .-’ Sl mplg Mail Transfer Protocol for sending email
define STACK_USE_SNMF_SERVER /! Simple Network Management Protocol v2C Community Agent
define STACK_USE_SNMPV3_SERVER f! Simple Network Management Protocol v3 Agent

define STACK_USE_TFTP_CLIENT /f Trivial File Transfer Protocol chent
define STACK_| :

USE_GENERIC_TCP_CLIENT | EXAMPLE [/ HTTP Client example in GenencTCPChent.c
define STACK_USE_GENERIC_TCP_SERVER_| EJfAH LE.’-’ TolUpper server example in GenencTCPServer.c
dcfl'\c STaCV USE_TELNET_SERVER / Telnet server
ANNOUNCE -wn ip Embedded Ethernet Device Discoverar server/ chiant
/f Domain Narme Service Client For resclving hostname sirings to 1P addresses
" Domain Name Service Server for redirect ta the local device
.0’ NetBIOS Marme Service Server for repsonding to hostname broadcast Gueries
! '_SERVER £/ Module For resetting this PIC remctely. Primanily |.u|'ul For & Bovtlcader.
fine ST:’-CV l.ISE SNTF_CLIENT {1 Simple Network Time Protocol for obtaining current date/time from Internet
dthne STACI" USE_ _UDP_| PERFORMANCE_TEST // Module for testing UDP TX performance characteristics. NOTE: Enabling this will cause a huge amount of UDP broadcast packets tc
ne STACK | US! I’CP PERFORMANCE_TEST // N’odl. e For testing TCP TX performance characterisfics
fine STACK_USE_CTNAMICDNS _CLIENT /! Dynamic DNS client updater module
define S'I'ACI" USE BERKELEY .<?1 /! Berekely Sockets APIs are available
define STACK_USE_ZEROCONF_LINK_LOCAL /! Zeroconf 1Pvd Link- Local Addressing
[ =define STACK USE ZEROCONF MDNS 5;’ {f Zereconf MONS and MONS service discovery Y

"

Lne 72 Cal 3 INS |

3. Define the IP address to statically use in MY_DEFAULT_IP_ADDR_BYTEX, and
match the default mask (MY_DEFAULT_MASK_BYTEX) to match the router (for
the default Linksys AP, the default mask is 255.255.255.0), see Figure 4-6.
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FIGURE 4-6: SETTING UP STATIC IP ADDRESS

() Microchip Solutions v21 _ ht - | L e S|
¥ File Edit Search Project Options View Window Help [= &) x

DeHER & X B2R 90 MaNdMmey P el 508 A0@ELR BC

®= These sattings are only used if data 15 not found in EEPROM. A
* To clear EEPROM, hold BUTTONO, reset the board, and continue
* holding until the LEDs flash. Release, and reset again.

S— YEIAWN

$define MY DEFAULT_ HOST_ NAME "MCHFEOARD"

ff Use the default of 00-04-A3-00-00-00
ff if using an ENCX247600, MRF24WBOM, or
A PIC32MXEXXY 7XX internal Ethermnet

£/ contreller and wish to use the

£/ internal factory programmed MAC

A/ address instead.

MY_DEFAULT MAC BYTE1
Y DEFAULT MAC BYTEZ
MY_DEFAULT MAC_BYTES
1Y DEFAULT MAC_BYTE4
MY DEFAULT MAC_BYTES
MY DEFAULT MAC BYTEE

OO00D0

1}

@ e MY _DEFAULT_IP_ADDR BYTE1
[8] MY _DEFAULT_IP_ADDR_BYTE2 T
[ e MY_DEFAULT_IP ADDR_BYTE3
[ |#define MY DEFAULT IP ADDR_BYTE4
fdefine MY DEFAULT MASK BYTE1 258ul)
MY_DEFAULT_MASK_BYTE2 (255ul)
MY DEFAULT MASK BYTE3 (258[1)
MY_DEFAULT_MASK_BYTE4 oul)

MY _DEFAULT_GATE_BYTE1l
e MY DEFAULT GATE BYTE2

oo Amr PmEAITI M eAmD numEma
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453 MAC Address

In the system there are three sources for the MAC address:

+ Built-in MAC address on the MRF24WBOMA/B or MRF24WGOMA/B WiFi® mod-
ule that is preprogrammed from the factory with the MRF24WBOMA/B or
MRF24WGOMA/B Wi-Fi® OUI

* Programmed code image
» Value that is stored in the EEPROM

At run-time, a data structure is created in RAM, which stores the valid MAC address
(amongst other information) to be used for that session. The code will check if a valid
data structure is located in the EEPROM. If the valid data structure exists in EEPROM,
then those values will be used, overriding what is programmed inside the chip and/or
programmed in the code at compile-time.

If no data structure exists in the EEPROM, then the value that is stored in the
\configs\TCPIP MRF24W.h file will be used. If the value in the source code is
00:04:A3:00:00:00, then it indicates to the program that the value that has been
preprogrammed in the MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® module should
be used. Otherwise, the value that is placed into the MY_DEFAULT_MAC_BYTEX will be
used. Additionally, if no valid data structure exists in the EEPROM, the new value will
be programmed and stored to the EEPROM for the future use.

EEPROM has the highest priority. Therefore, if a value for the MAC address is
programmed to the EEPROM, no other value can override it. To change the values,
EEPROM must be erased. Refer to the instructions specified in 5.3 “Erasing
EEPROM”.

45.4 Channel Configuration

802.11b and 802.11g divide the 2.4 GHz spectrum into 14 channels, from channel 1
through channel 14. The bandwidth of each channel is 20 MHz which means that chan-
nels may overlap. The commonly used non overlapping channels and social channels
are channels 1, 6 and 11.

The RF channel that is used can be configured at compile-time. The following two inter-
related options control channels data transmission:

* Regulatory domain, as specified by MY_DEFAULT_DOMAIN. Different domains
have different channel offerings, hence it must match with the intended country
and channel

e Channel scan list (MY_DEFAULT_CHANNEL_LIST), which is an array of chan-
nels that will be scanned for RF activity.

Note: If more channels to scan, it takes longer time to connect. I

As illustrated in Figure 4-7, the domain is set to FCC and there are 11 total channels in
the scanlist (1, 2, 3,4,5,6, 7, 8,9, 10 and 11).
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FIGURE 4-7: CHANNEL SETUP
@ Microchip Solutions J B . | - .
[ File Edit Search Project Optluns View Window Help - |8 x
DEHER & XbB 20 AL Ex Dl es DD ANDMR BC
E
R R R R R R R R MR MR E R
B R AR RN B R RN
= WIFI SECURITY COMPILE- TIME DEFAULTS b 4

R N R N NN EEREEEEE R R R

e e Y

// Security modes available on WiFi network:

/{ WF_SECURITY_OPEN : No security

// WF_SECURITY_WEP_40 : WEP Encryption using 40 bit keys

/{ WF_SECURITY_WEP_104 H .“JEP Encryption using 104 bit keys

I WF SECURITY WPA WITH_KEY : WPA- PSK Personal where binary key is given to MRF24W

I WF SECURITY_WPA WiTH PASS_ PHRASE : WPA- PSK Personal where passphrase is given to MRF24W and it calculates th
// WF_SECURITY_WPAZ_WITH_KEY WPAZ PSK Personal where binary key is given to MRF24W

/{ WF_SECURITY_WPA2_WITH_PASS_| PHRASE : WPA2- PSK Personal where passphrase is given to MRF24W and it calculates
// WF_SECURITY_WPA_AUTO_WITH_KEY : WPA-PSK Personal or WPA2- PSK Personal where binary key is given and MRFz
I connect at highes: level AP supports (WPA or WPA2)

/! WF_SECURITY_WPA_AUTO_WITH_PASS_PHRASE : WPA-PSK Personal or WPA2- PSK Personal where passphrase is given to P
T4 calculates the binary key and connects at highest level AP supports (WPA or WPA2)

/! WF_SECURITY_WPS_PUSH_BUTTON : WPS push button method

// WF_SECURITY_WPS_PIN : WPS PIN method

I
m

efine CFG_WF_INFRASTRUCTURE 1
jafine CFG \\T P2P 3

R /= CFG_WF_INFRASTRUCTURE, CFG_WF_P2P *

/ * Number of times to try to connect to th:

ORK_TYPE == CFG_WF_INFRASTRUCT
w INFRASTRUCTURE_SSID

MY DEFAULT WIFI_SECURITY MODE
MY_DEFAULT_SCAN_TYPE

[ if WF_SECURITY_WPS_PUSH_BUT
/® WF_ACTIVE_SCAN or WF_PASSIV

tdefine MY DEFAULT_BEACON_TIMEOUT (40 /™ Number of beacon periods -
$define MY DEFAULT SSID NAME MY INFRASTRUCTURE SSID
FWMEL_LXST 11.%,3.3,5,6,7.¢5,5,10,117 ] /= Default channel list for FCC */
4 mn »
Line 66 Col 80 INS

Depending on the selected domain (regions), the available channels vary. Refer to
WFApi . h for detailed definitions, see Example 4-1.

EXAMPLE 4-1: DOMAIN SPECIFIC CHANNELS

#define WF_DOMAIN_FCC (0) /* Available Channels: 1 - 11 */
#define WF_DOMAIN_ETSI (2) /* Available Channels: 1 - 13 */
#define WF_DOMAIN_JAPAN (7) /* Available Channels: 1 - 14 */
#define WF_DOMAIN_OTHER (7) /* Available Channels: 1 - 14 */

If the network type selected is WiFi Direct (CFG_WF_P2P), the channel list will be
social channels, that is channel 1, 6 and 11.

Note: With MRF24WGOMA/B RF module firmware version 0x3107 and future
releases, due to changes in FCC regulations, regional domains are not
programmable.
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455 Ad hoc Network Configuration

Changing to ad hoc (IBSS) network can be done at compile-time, the MY_DEFAULT _
NETWORK_TYPE can be changed to CFG_WF_ADHOC, see Figure 4-8.

FIGURE 4-8: SOURCE CODE AD HOC SETTINGS

= File Edit Search Projm Ophons View Window Help =& lx
['_‘l rHEHR & XRB 2C MLy  2bes 0 AOQMNR BC

T iy To DISABLE the senal console application: Comment out ‘2define WF_CONSOLE' & -
/™ To ENABLE the serial console application: Uncomment out '#define WF_CONSOLE' -/
[*mmmmm== [ — S —— - P R
tdefine WF_CONSOLE f‘ needed far conscle demo 'f
tdefine H'E CONSOLE_IFCFGUTIL / * needed for console demo */

#define ADBHOC_RETRY_ COUNT 3

fdefine CFG_WF_ADHOC 2
$define CFG ‘H’f SOFT_AP 4

m

FAULT NETWORK TYFP FG WEF y
H\ QEFAULT_SSID NAHE - Easy Ccnf:q
e MY_DEFAULT_BEACON TIMEOUT * Number of beacon periods */

e MY UE!‘AULT:SCAN TYPE WE ""’.— SCAN /* WF_ACTIVE_SCAN or WF_PASSIVE_SCAN */
ne MY DEFAULT_CHANNEL_LIST (} Desired channel list b §
e MY _DEFAULT_LIST_RETRY COUNT ; OUNT
ne MY | nEl‘AULT P5_ POLL ¥ /™ PS is not supported in Adhoc ®/
§if !defined (MRFZ4WG)
/™ 2define WF_AGGRESSIVE_| PS =/ /™ WARNING !!! : This only can work with 1209 module FW version or later.

* If you use the earlier version such as 1207 or 1205, then you should not define this.
* Defining this will lead ASSERT problem with old module FW.
s |

$endif

45.6 WPS Connection Method

WiFi Protected Setup (WPS) allows users to set up and expand the WiFi networks with
security enabled, even if they are not familiar with the underlying technologies or
processes involved. For example, users no longer have to know that SSID refers to the
network name or WPA2 refers to the security mechanism.

WPS does not support ad hoc networks. WPS will configure the network name SSID
and security key for the AP and WPS client devices on a network. It supports the WEP/
WPA/WPAZ2 security methods. Figure 4-9 shows the WPS and security methods.

WPS offers the following setup solutions:
« Push Button Configuration (PBC) - users can connect the device to the network
and enable data encryption by pushing the buttons on the AP and client device.

« Personal Information Number (PIN) - PIN is provided for each device which joins
the network.
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FIGURE 4-9: WPS AND SECURITY METHODS
WIiFi Direct Infrastructure Network
Connection =
Methiod WPS (WiFi Protected Setup)
Push Button PIN
Security
Methods WPA2 WPA WEP

45.7 Wireless Security
4571 WIRED EQUIVALENT PRIVACY (WEP)

Note: Several disadvantages are identified in WEP, which results in hackable and
insecure networks. The use of WEP has been superceded by WPA/WPA2.

WEP security has two forms: 64-bit WEP, which uses a 40-bit key (WEP-40) and 128-
bit WEP, which uses a 104-bit key (WEP-104).

In the basic form, WEP keys have hexadecimal values, 5 bytes for WEP-40 and 13
bytes for WEP-104. Some routers, such as the Linksys WRT54G, increases the
random nature of the WEP key by adding an additional layer that converts an ASCII
passphrase into a hexadecimal key. The MRF24WBOMA/B or MRF24WGOMA/B Wi-
Fi® PICtail™ will require a hexadecimal key.

To enable WEP security between the development board and AP, setup the AP for
security and program the development board with the correct WEP keys.
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4572 SETUP ACCESS POINT FOR WEP

1. Login to the router, see instructions in 2.5 “Wireless Access Point (AP)

Setup”.
2. To access the wireless security options Wireless>Wireless Security, see
Figure 4-10.
FIGURE 4-10: 64-BIT WEP SECURITY SETUP

LINKSYS by Cisco

Wireless-G Broadband Router WRTS4G2

Wil"SS i Access plications Administration
Setup Wireless Security Rastritions & Gaming
Advanced Wireless

Baszic Wireless Settings |  Wireless Security | Wireleas MAC Filter | Settings

Security Mode: You may

Security Mode: WEP = choose from Disable, WPA
i A Personal, WPA Enterprise,

WEP Encryplion: '64bits 10 hexdigits ¥ WPA2 Personal, WPAZ

r = Emterprise, RADIUS, WEP. Al
. e

Key 1: 0001020304 i

atfean]n,
Save Settings Cancel Changes c !s co .

3. To match the default code in the hardware, choose security features as shown in
Figure 4-11 (depending on whether 64-bit WEP or 128-bit WEP is used).

FIGURE 4-11: 128-BIT WEP SECURITY SETUP

LINKSYS by Cisco

Firmasare ‘dersion: 1.0.03
Wireless-G Broadband Router WRT54G2

Access Applications
Restrictions & Gaming

Wireless Setup Wireless Security Administration Status

Advanced Wireless
Settings

Wireless Securi :
Security Mode: You may

WEP v | & from Disable, WPA
. I, WPA Enterprise,
| 126 bits 26 hex digits | % WPA2 Personal, WPA2

|(Generete

000102030405060708090a0b

Basic Wireless Settings | Wireless Security | Wireless MAC Filter |

atlran]n,
Save Settings Cancel Changes c‘ s co .
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4573 SETUP SOURCE CODE FOR WEP

After the AP is configured for WEP, user must program the development board to use
WEP. Configure the following for WEP, and it is located in WF_ConFig-h. For more
information, see Figure 4-12.

» Set the encryption type to WEP-40 or WEP-104. Define
MY_DEFAULT_WIFI_SECURITY_MODE to either WF_SECURITY_WEP_40 or
WF_SECURITY_WEP_104

» Set the WEP phrase. Refer to MY_DEFAULT_WEP_KEYS_40 or
MY_DEFAULT_WEP_KEYS_104.

FIGURE 4-12: SOURCE CODE FOR WEP SECURITY SETUP
() Microchip Solutions v2012-07-18 Project - Source Insight - (WF_Config.h (c\microchip\-\demo app)] NN (= (=1 S
[ File Edit Search Project Options View Window Help - [ &%

DeHdER & X @B 90 WA dw BN es DD AO00R BC

P s S im m o o s i

[ // Default WEP keys used in WF_SECURITY_WEP_40 and WF_SECURITY_WEP_104 security mode

[/ string 4 40- bit WEP keys - - corresponding to passphraseof "WEP Phrase”
fdefine MY DEFAULT WEP HEYS 40 "\

ZaSahvxfbh\xee\x28e\xT T

Saclixldixddixidinde’

Wad3hxlB\xZb\ 233\ xB8"

\xb0\x73\ %69\ x4\ 278"

// Do not indent above string as it will inject spaces

// string containing 4 104- bit WEP keys -- corresponding to passphraseof "WEP Phrase”
$define MY _DEFAULT _WEP_KEYS_104 ™\

Ax90A ke xBT\xB0\xcT hx3 x40\ x8d \xa5\ x00\x34 \xfc\xaa',

WATThxda \ k69 \ 245 ad \ x3d\ xE66 263 \xfe \ uEb\ x1d\ xb3\ xfd",

AWREZN A2\ xET\ 4o\ x8b \nde\ xEdhed S\ w87\ ndl xSl T\ x4l

Zwxechxd T\ 262\ xde'\ %92\ xad\ xba\ 23b\RE2\ w2 T\ T F\ ube'\ wfb"

[/ Da not indent above string as it will inject spaces

gdefine MY DEFAULT WEP KEY THDEX o) /* valid Key Index: 0, 1, 2, 3 %/

45.8 WPA/WPA?2

WPA and WPA2 are security modes that implement the 802.11i specification. They are
more secure than the WEP encrypted networks and utilizes the SSID and user
passphrase to generate the PSK. The MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi®
PICtail™ has two methods of calculating the PSK for use in WPA/WPA2. Users can
program the 32-byte hexadecimal key into the source code, or the MRF24WBOMA/B
or MRF24WGOMA/B Wi-Fi® PICtail™ can calculate the 32-byte hexadecimal key
internally. If the MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™ has to
calculate the key, this will add an additional 30 seconds to 45 seconds to the initial
connection time, as the chip calculates the value.
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45.8.1 TO SET UP AP FOR WPA/WPA2 PERSONAL

1. Login to the router, refer instructions in the 2.5 “Wireless Access Point (AP)
Setup”.

2. Access the wireless security options by Wireless>Wireless Security. For WPA
Personal, see Figure 4-13. For WPA2 Personal, use WPA algorithm (AES) only
see Figure 4-14.

3. To match the default code in the hardware, set up the security as shown in
Figure 4-13 and Figure 4-14.

FIGURE 4-13: WPA PERSONAL SECURITY SETUP

LINKSYS by Cisco

Firmamars Wersion: 1.0 02
Wirel ess.G Broadband Router WRT54G2

Wireless ) Access Applications Ad ki
Setup Wireless Security Restrictions E Gaming iministration
Advanced Wireless

Basic Wireless Settings |  ‘Wircless Security | Wireless MAC Fiter | Settings

Wireless Security

Security Moda: Y'ou may

Security Mo WA Personal v
Personal, WPA Enterprise,
VWA Algorithms: THIP WPA2 Personal, WPAZ
= 1 Enterprise, RADIUS, WEP. 21
WPA Shared Hey: Tochip 80211 Secret PSK Password e ne must
Group Key Renewst /| 3600 seconds A moden

MNaote that the full key should read:
Microchip 802.11 Secret PSK Password
Also note that spacing and case-sensitivity are important!!

afren]n,
Save Sottings Cancel Changes c I s c 0 .

FIGURE 4-14: WPA2 PERSONAL AES SECURITY SETUP

LINKSYS by Cisco

Firmmars rsion: 1.0.03
Wireless-G Broadband Router WRTS4G2

Wireless Access Applications : _
Sotup Wireless Security Resiriclions £ Gaming Administration Statirs
Advanced Wireless

Basic Wireless Settings | Wireless Security | Wireless MAC Filter | Setlings

Security Mode: You may

Securty Mode: WPAZ Personal |+ choose from Disable, WPA
= X Personal, WPA Enterprize,
WPA, Algorithms: AES |~ WPRAZ Personal, WPA2
- 1 Enterprise, RADIUS, WEP. All
WPA Shared Hey: aochip 80211 Secret PSE Password, ) A

Group Key Renewst :_El_ﬁﬂ_tl seconds

Note that the full key should read:
Microchip 802.11 Secret PSK Password
Also note that spacing and case-sensitivity are important!!

stlrer]ne

Save Setlings Cancel Changes c I s‘c 0 .
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45.9 Setup Source Code for WPA/WPA2

The MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™ has the following two
approaches to run WPA/WPA2 security:

* On-the-fly PSK Calculation - The straight forward approach to supply the
passphrase. The PIC18/24/32 or PICtail will calculate the PSK based on the SSID
and the supplied passphrase. Due to the computationally intensive nature of this
operation, this will take approximately 30 seconds to 45 seconds to complete.

« Pre generated PSK - This approach is to provide the 32 byte PSK, and user can
directly plug this value into the source code.

The following section describes setting up and using both the preceding approaches:

45.9.1 ON-THE-FLY PSK CALCULATION

Only two pieces of information required to enable the MRF24WBOMA/B or
MRF24WGOMA/B Wi-Fi® PICtail™ to calculate the PSK and use that for the encryption
process, see Figure 4-15.

Define MY_DEFAULT_WIFI_SECURITY_MODE to be
WF_SECURITY_WPA WITH_PASS_PHRASE or
WF_SECURITY_WPA2_WITH_PASS_PHRASE.

Define MY_DEFAULT_PSK_PHRASE.

FIGURE 4-15: SOURCE CODE CALCULATE PSK SETUP

// Default pass phrase used for WF_SECURITY_WPA_WITH_PASS_PHRASE and
// WF_SECURITY_WPA2_WITH_PASS_PHRASE security modes
fdefine MY DEFAULT PSK PHRASE "Microchip 802.11 Secret PSK Password™

Note that passphrase is case sensitive and spacing does matter.
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459.2 PRE GENERATED PSK

Users can pre generate the PSK and use 32 byte PSK in the source code. The handy
tool to generate the PSK is available online at the Wireshark Foundation (see
Appendix A.4). The Wireshark web site can generate the expected 32 byte PSK key
with the SSID name and the passphrase. Use these values in the variable
MY_DEFAULT_PSK in WF_Config.h. For more information, see Figure 4-16.

FIGURE 4-16: WPA PSK GENERATION

%) Wireshark: WPA PSK Generator - Mozilla Firefox

Fie Edt ‘iew History Bookmarks Tools Help

@ - c . {n? 'u btk f v wireshark.org/toolsfwpa-psk. htrl B |GJ' —) +d

- Lo s

_____ /(T
WIRESHARK

Wireshark GetHelp Develop Buy

WPA PSK (Raw Key) Generator

The Wireshark WPA Pre-shared ey Generator provides an easy way to convert 3 WPA passphrase
and 5310 to the 256-bit pre-shared ("raw™) key used for key derivation.

Directions:
Type or paste in your WPA passphrase and SSID below. Wait a while. The PSK will be calculated

by your browser. Javascript isnt known for its blistering crypto speed. None of this information will
be sent over the network. Run a trace with Wireshark if you don't believe us.

Passphrase chip 802.11 Secret PSK Password

SSID MicrochipDemoAP

PSK 86c51d71d91 aaad240c885 cbed7 adadSedbddadd8eftOclae 1478152311137

Een erate PS

This page uses pbkd js by Parvez Anandam and shal js by Paul Johnston.
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46 COMPILING AND DOWNLOADING IMAGES

1. From the left pane, under Device select appropriate Compiler development
board PICtail combination and PIC microprocessor, see Figure 4-17.

FIGURE 4-17: PIC MICROPROCESSOR AND COMPILER-DEVELOPMENT BOARD-PICTAIL
COMBINATION
R ————
View Neagate Source Refac ebug Team Tool elp
| ?’_J J "'.h & Ixcx’{temzlﬁ i - | I i - T S Q:
5 [ wm ]
> h I Deve Categones: Confguraton
w8 @ PICIIFSIA T * Loadeg *
e’ 5 Lbraries Famly: Desice: Suppoeted Debug Header!
ﬁ =-0 cm'rm > Buldng ANFambes | PICIBMSFSIA - e
¥C32 (Global Oplons)
- @ Memary gy Hardware Took  Compler Tockhan:
000f |. Hardwade Tools - J. Compler Tookhars
*<§r =500 10D 3 e
B RAM Used: O (i) Free: 131072 (020000 i N ¥ Wi 3
[ RAM Resery .hod.:‘hnr:lmm: ] Sl Conf: [NCI2-EX16_MAF 24WG] -.rp ﬂ-;;f;ic!izégvﬁthﬂw
ofi ¢ D3 o PICk3 -
2 Loadng SPMI 2 XCI2 (v1.00) [C:'Program Fles (x85)
0 (00) Free: 536560 (a2 r) Liwaries &0 Real 1CE
prved: Producton [mage Buldng e Stk bot
4 Resuros ) NC32 (islobal Optins) - el Suer 1t
" b @ MOHY
o ml2-as E @ MICROSTION
t . i o o SDE 23 A1
. 5 5w e uatied Compiler- o weidd & SKDE Memory
‘ﬂ-lm AT121521351 development 1 crmv:‘::;(::-v:c:z_m_sx_emﬁs :ﬁzgﬁﬂ
board- 5 Losdng aﬁ:gﬁqm
: PICTail i a St 1t 008)
s combination . MR i
IMICTOProCessor : 5 J i i Liesoed Nebuenit - :
*Tip: doubie dick on seral number (SN) to use a frendly name (FN) nstead.
Manage Configurations. ..
o
2. To change the device type, click Project Properties, see Figure 4-18. The
Project Properties sub panel is displayed.

FIGURE 4-18: PROJ ECT PROPERTIES ICON

File Edit View Navigate Source Refactor Run Debug Team Tools Window Help ]
‘LEWE@J 1T-H-RT-T-QBE-HO0E

i  @un||stwrtrage =)

| 5-F CompuerToolcmn
| [ R
@ ¥
- {& Memory
= [ RAM 32768 (0x8000) bytes

1 0% '
B RAM Used: 0 (0x0) Free: |
RAM Reserved: Productiol )
=1 (g Flash 535560 (0x82FF0) byte] _% Quick Start
I 0%

Flash Used: 0 (0x0) Free: ® MPLARB IDE v8 Users - IMPORTANT
Flash Reserved: Productic

=4} Resources
B Program BP Used: 0 Free: & i Take a Tour

~—H DataBP Used: 0 Free: 2
£ Data Capture BP: Mo Support
O sw BP: Disabled
= -#%& Debug Tool
€ 10D 3: JIT084290000 [ [l

@ Download Compilers and Assemblers
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3. Select the device type, as shown in Figure 4-19.

FIGURE 4-19: CHANGE DEVICE TYPE
I MPLAG X 10 vi30 - FCHIP - DS RpgEN

rEES De

1 AN Uil O (000) Freees |
B BAM Reserved: Productol
S Pt 526560 (Do FFD) b
| T, T
8 Flash Used: O (G} Frees
8 Plach Reserved: Produciic
4 Resourens
Bl Progrem BP Used: O Free: 6
B Data 5P Usedd: 0 Freer 2
E Dots Caplure BP; Mo Suppert
H Ve Daabied
4, Debuy Teod
0 1D TosazE0n0n

Fie fdat Veew hovgete Source Fefecior Fun Debog Team Teooh Window Help

jm.. fbes e [ anm]

@ Confy CEBFIC LEEX MAF2AWE

¢ Con; CERPICINEN MRFING

[~

I -B-L-R-2B-HO0®O

Configuraton

Famiy
a1 F gy,

L

* KD3

7 Losdng Hardware Togk:

¥ lioranes | Hardeare Toois

¥ Bustdeg =100 ID 3

¥ €38 {obal Cpbens) e BT inEded
T MPASMWTN & FICkE2
@ mocid a3 PiTatd
Y MPLDE &Pl

2 Raal ICE

¥ W3

¥ Lmisding
Lbranes

* Budng @ SKDE 33 ALDIO

¥ L8 (Gabal Gptons) # SKDE Memary
5 AT & 5L FICINR)
b el o eDE MICIF |

b L @ SDE FIC I SEEOR
¢ Cend; CRAICDN BNCR

< SEDE FICI

KD | Oither Tooa

# [Lossdng s Lt Db szget

¥ Lo e
+ B

[iC: Progr om Files (i) Paa
i fourd]

[C:Program Fhes (18]

& Starter ot PYOE)

Select PIC
MiCroprocessor

il m

Tip: doubile dck 0N el rumbey (20 0 we » Fencdy name ) retead.

4. Click Debug menu and select Debug Project command to compile, build, con-
nect to the ICD, detect the target device, program the target device and run, see
Figure 4-20.
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FIGURE 4-20: DEBUG PROJECT

B MPLAB X IDF v130 - TCPIP - Dem MRF2AWG |
File Edit View MNavigate Source Refactor Run _Tearn Tocls Window Help
t_ tl u_ %‘;IJ 8 xcneusy fip Debug Project (TCPIP - Dema App)
. : Debug File
& 4 ® | Files |} 5e.. |iTC.. Start . e
g [ a i e WL e Debug Test File
U:l s m Header Flas Discrete Debugger Operation
&l e
i [ Important Fles I Finish Debugger Session Shift+F5
@ ({8 Ubrary Fles =
3 (i) Linker Fies A Pacree
& ﬁj Object Fles Continue F5
i [ Other Files =
] h Source Fles MEpCver i
- [l Ubrares | StepInt F7 vt Lot chex
Loadables Step Instructior
o @ i ) 'Minutewueus

8 Runto Cursor

& Ditferences from MPLAB &

All Tutorials >>

Stack 3
Toggle Line Breakpoint Ctil«FB
MNew Breakpoint... Ceri=Shift+F&
& NewWatch.. Chrl+Shift+ F3
) New Run Time Watch, Cirl+Shift+F10

[E Disconnect fram Debug Tool
Fun Debugger/Programmier Self Test

5. Monitor the Demo App (Build, Load, ...) tab under the Output window in the
MPLAB X IDE to view compiler errors or warnings. When the compilation has
completed and built correctly, the output is shown in Figure 4-21.

FIGURE 4-21: BUILD SUCCESSFUL. LOADING COMPLETED.

: Qutput LE | Tasks | Variables : Call Stack : Breakpoints

Debugger Console x I]CDB » | TCPIP - Demo App (Build, Load, ) #2 =

L‘D make -f nbproject/Makefile-KC3Z-EX16_MRFZ4WC.mk diswi(csz—i'xlg_:‘iﬁ'z%ws/debug/!ww,x.debuq.elf
make(2]: Entering direectory "C:/Microchip/Micrzechip Solutions +2012-07-18/TCPIP/Demo App/MPLAB.X'
make[2] : 'dist/KCIZ2-EX16_MRAFZ4WG/debug/MPLAB X .debug.elf"' is up to date.
make(2] : Leaving directory 'C:/Microchip/Microchip Secluticons v2012-07-18/TCPIP/Demc Rpp/MPLAB.X'
make[1]: Leaving directory °C:/Microchip/Microchip Solutions v2012-07-18/TCPID/Demo App/MPLAB. X'

BUILD SUCCESSFUL (total time: 70Zms)
Loading code from C:/Microchip/Microchip Solutions v2012-07-18/TCPIP/Demc App/MPLAB.X/dist/XC3Z-EX16 MRFI4WG/debug/MDLAB.X¥.debug.elf...
Configuration Bits: address Ox1FCOZFF0: USERID = §5535 doas not match any valid value in the device database. Setting it to the default valu

Loading coempleted

i »

6. Monitor the ICD3 tab under the Output window in MPLAB X IDE to view the target
being detected and programmed, the output is shown in Figure 4-22.
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FIGURE 4-22: SUCCESSFUL PROGRAMMING

|: Output © | Tasks  Variables  Call Stack : Breakpoints
Configuration Loading Error x ] TCPIP - Demo App (Build, Load, ...) x Debugger Console = ICD3 x

.......................................... PPy

Connecting to MPLAB ICD 3...

ware Suite Version.....01.27.20
WAZE TYPR.uacsanansna..PIC32HE

Tazrge:t detected
Device ID Revision = 4300053
The following memory areals) will be programmed:

T address = 0x0, end address = OxZcIiZi

Program memory:
configuracion memory

Programming. ..
Programming/Verify complete

Running
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4.7 RUNNING TCP/IP — DEMO APP

This is applicable only for Explorer 16 and PICDEM.net2 Development Boards as the
PIC32 starter kit does not use the EEPROM. Due to this, you may notice situations
where you have made changes in the code that are not reflected during the
demonstration (for example, you changed the SSID name, but do not see it is being
used), and user must erase the EEPROM, refer to 5.3 “Erasing EEPROM”.

For the first time demonstration, perform these actions. The user must setup hardware
and software before the WiFi demonstration.

1. Download web server code into the EEPROM of the development board. To
download web server code, from the browser navigate to a special page that will
allow you to upload image files. More information on uploading image files are
provided in the later section. It is recommended to define
MY_DEFAULT_WIFI_SECURITY_MODE as WF_SECURITY_OPEN.

2. After the development board is connected to the AP (or it has created the net-
work in Ad hoc mode), the LCD panel will display the IP address that is being
used. Alternately, the serial output should display the same information.

471  Network Type: CFG_WF_INFRASTRUCTURE

1. CFG_WF_INFRASTRUCTURE is the default network type with the MLA release.

Ensure that SSID and Security mode is set to match with the APs configurations.

In the WF_ConTFig.h, perform these actions:

a) Define the MY_DEFAULT_NETWORK_TYPE as
CFG_WF_INFRASTRUCTURE.

b) Define the MY_DEFAULT_WIFI_SECURITY_MODE as
WF_SECURITY_OPEN.

c) Define the MY_DEFAULT_SSID_NAME to be same as the AP or router’s
SSID.

FIGURE 4-23: INFRASTRUCTURE NETWORK ENVIRONMENT SETUP

(t9)

WiFi [over the air)

j’ AP
N AN

Computer
1

Computer
Development 2
Board

2. After the development board is connected to the AP, the LCD panel displays the
IP address that is being used. Alternately, the serial output should display similar
informations, see Figure 4-24.
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FIGURE 4-24: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY:
INFRASTRUCTURE NETWORK TYPE

e

File Edit Setup Control Window Help
=== HiF1 TCP/IP Demo =w==
Start WiFi Connect
Domain: FCC
HMAC : GG IE PG 88 F1 &U

Infra_-.trlu turp »

o e o
Brannel List: L. 2. 3, %, 5.6 7.8 9%\ 11
Retrv Count: Retry Forever N
{anuun Tlmcoul EB

L :
e — L — Indicates

er l:l' M

Infrastructure BSS

Indicates

no security

Indicates
successful
connection to
AP
New IP address
given out by
the AP DHCP

server

- —

3. Navigate to the upload page of the development board. On computer 2s web
browser, type http://xxx.xxx.xxx.xxx/mpfsupload, where Xxx.XXX.Xxx.Xxx is the IP
address of the development board, see Figure 4-25.

Note: This is only required for the PICDEM.net 2 and the Explorer 16
Development Board. Starter kits do not have the EEPROM, and theirimage
is compiled into program Flash memory.

FIGURE 4-25: WEB SERVER IMAGE UPLOAD (COMPUTER 2)

] 192.168.1.101

MPFS Image Upload

Biowse Upload
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4. Click Browse button to upload the MPFSImg2 . bin file, and this file is located in
the root directory of the TCP1P-Demo App directory. If all the softwares are
installed in the default location, the directory path will be C:\Microchip Solu-
tions vyyyy-mm-dd\TCPIP\Demo App\.

5. Open the MPFSImg2.bin file and click Upload button to upload the file.

6. After the successful uploading, “MPFS Update Successful’ message will be
displayed, see Figure 4-26.

FIGURE 4-26: WEB SERVER IMAGE UPLOAD SUCCESSFUL (COMPUTER
2)

| {_!http://192.168.1.101/mpfsupload

(2
—

| € (! 192.1681.101/mpfsupload

MPFS Update Successful

Site main page

7. Click Site main page link to navigate to the main page of the web server, see
Figure 4-27.
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FIGURE 4-27: TCPIP — DEMO APPLICATION (COMPUTER 2)
] weroen 1corp stackoemo ..+ | T o i
€ [ 1921681101 e ||29- Google 2l A B-

i

c\ MicrocHIP

TCP/IP Stack Demo Application

Overview welcomE!

Dynamic Variables

LEDs: [elick o toggle)

Stack Version: v5.42

Build Date: Aug 28 2012 00:08:00 Buttons:

AAAA

Authentication This site the power, flexibility, .

and scalability of an 8, 16, or 32-bit Potentiometer: 715
Cookies embedded web server. Everything you see is

powered by a Microchip PIC microcontroller
File Uploads running the Microchip TCP/IP Stack.
send E-mail On the right you'll see the current status of the demo board. For a quick

example, click the LEDs to toggle the lights on the board. Press the push
Dynamic DNS buttons {except MCLR!) or turn the potentiometer and you'll see the status

update immediately. This examples uses AJAX techniques to provide real-time
Network feedback.

Configuration

This site is provided as a tutorial for the various features of the HTTP web

SNMP server, mcluding:

Configuration « Dy . bstitution - display real-time data

= Form Processing - handle input from the chent

= Authentication - require a user name and password

* Cookies - store session state infe ion for richer appl

= File Uploads - parse files for configuration settings and more

Several pl plicati are also provided for updating confi d
parameters, sending e-mails, and controlling the Dynamic DNS chent. Thanks
to built-in GZIP compression support, all these tutonals and examples fit in the
32kB on-board EEPROM!

There is also an ICMP client example running on the demo board. Pressing the
rightmost button will cause the board to send an ICMP Echo Request (a ping)
to a Microchip web server. If the ping was received and echoed successfully,
the response time will be displayed on the LCD. An error message will be
displayed when attempting to use this demo if the board isn't able to connect
to the Internet.

For more information on the Microchip TCP/IP Stack, please refer to the
TCPR/IP Stack API installed with the stack. This manual can be launched from
your Windows Start menu.

8. The TCP/IP WiFi demonstration application enable users to understand features
and applications that are available with the Microchip TCP/IP stack, and how it
can be used on wireless medium. From the web main page, user can interact
with the development board hardware to toggle LEDs, push buttons and change
potentiometer values. For example, from the Form Processing page, user can
select the LEDs to be turned ON or OFF by clicking Save button.

9. Onthe LCD, enter “Test 1 2 3 34 5" and click Save button. The respective LEDs
on the development board being configured as programmed and the LCD on the
development board displays “Test 1 2 3 3 4 5", see Figure 4-28 and Figure 4-29.

DS52108A-page 54 Prelimi nary © 2013 Microchip Technology Inc.




Sample Application Demonstrations

FIGURE 4-28: TCPIP — DEMO APPLICATION: TOGGLING LEDS AND LCD
(COMPUTER 2)
ﬁ\Mlcnncﬂlp

TCR/IP Stack Demo Application

Overview Form Processing

Dynamic Variables
dntstinces 5 Your apphcation will likely need to accept data from the user. Forms allow you

to do pust that. Forms can be submitted o one of two mathods (GET and
POST), and this server supports both,

Form Processing

Authentication

The GET mathod appends tha data to the end of the URL. Youll see this data
FQ”I‘)NI“Q tha queston mark (7) in your browsaer's address bar. For Microchip's
embedded server, this data is limited to around 80 bytes. Mowever, this sort
of submission s generally easier to process. Data sent via GET is automabcally
decoded, and stored in the aray curHTTP.data. Your apphcation will handle
the data mn the HTTPExecuteder callback. The functions HTTPSetarg and
HTTPSetROMATg provide an easy method to retneve submitted values for
processing.

Cookies

File Uploads

Sand E-mail

Dynamic DNS

Network

Configuration As an example, this GET form controls several LEDs on the damo board:

SHMP 4:0n~ B On~> HOFv 1100w
Caonl alth s
anhiguration ;

Exerdise: Modify this form to support LED 5.

The POST mathod submits the data after the request headers are sent. The
allows the data to be vetually unkmited m length, as long a8 your apphcabion
can process it m chunks. However, your appbcabon must manage the recespt
of data, 50 it is generally more comphcated

As an example, thes POST form sets the text shown on the LCD deplay:

LCD: Tast123345 Save

FIGURE 4-29: TCPIP — DEMO APPLICATION: LEDS AND LCD ON
DEVELOPMENT BOARD

MICROCHIP

10. Other web pages of the demonstration allow you to send e-mails, upload files
and change network configuration values. Refer to the Microchip TCP/ 1P
Stack Help.chm document that is part of the TCP/IP Stack source code
release.
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4.7.2 Network Type: CFG_WF_ADHOC

The security mode supported by MRF24WBOMA/B and MRF24WGOMA/B is Open
mode and WEP security. In the following example, open security is used.

In the WF_Config.h file, perform these actions:

1. Define the MY_DEFAULT_NETWORK_TYPE as CFG_WF_ADHOC.

2. Ensure that the MY_DEFAULT_SSID_NAME is defined to be unique and
different from the SSID name used in the CFG_WF_INFRASTRUCTURE. For
example, MY_DEFAULT_SSID_NAME is defined as
Adhoc_MCHPDemoAP_123.

FIGURE 4-30: AD HOC NETWORK ENVIRONMENT SETUP

WiFi {over the air)

N

Computer
1

Development
Board Smart device that supports Ad-
hoc mode eg iPhone

Note: Inthis demonstration,iP hone is used as the smart device. Alternatives can
be used instead of the iPhone, such as laptop with wireless network

adapter.

3. MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™ is the first station to
broadcast the message to create the network. After successful creation of the
network, connection successful message will be displayed, see Figure 4-31.
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FIGURE 4-31: DEVELOPMENT BOARD SERIAL DISPLAY: AD HOC
NETWORK TYPE

) B b

[ COM1:19200bsud - Tera Teom VT I IR
| File Edht Setup Control - Window IHpr

Uk HI}I '_I[I:PJ"‘”" Demo ===

Start WikFa1 Connect

Oomain: a

SALE Adhoc_MCHPDemoRP_123
letwork Tupe: AdHoc

dcan lype:; 2

Channel Lis

Retry C uunt

Beacon [imeout:

Security: Open :
Power Save: Disabled Indicates
Ad hoo BSS
New IP ﬂil Iress: 169.254 .1 .1
tion Succes

ul
00:00: ﬁu 00 :00:00

dew IP Address: 169.254.52.38 |F address
assigned

4. After the development board is connected to another device, the LCD panel will
display new IP address, see Figure 4-32. Alternately, the serial output also
displays similar information, see Figure 4-31.

FIGURE 4-32: TCPIP — DEMO APPLICATION: LEDS AND LCD ON
DEVELOPMENT BOARD

[ z Is G -
,’ [
1% .

% l" )y
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5. Onthe smart device, select the menu settings to view the WiFi networks

detected, see Figure 4-33.

FIGURE 4-33:

WIFI NETWORKS DETECTED ON SMART DEVICE

uil_ ATET = 9:57 AM

@ % 94% R

Wi-Fi

Choose a Network...
Adhoc_MCHPDe...
guest
jian
LedZepAP
mchp-peap

v mchp-secure

MicrochipDemo...

WhHi-F7 "".‘ worl

s

6. Click onthe ad hoc network SSID to connect to this ad hoc network, as shown in

Figure 4-34.

FIGURE 4-34:

SELECT AD HOC NETWORK ON SMART DEVICE

wi. ATET 3G 9:58 AM

9 % 94% 6

" Wi-Fi Net

" Settings

Wi-Fi

Choose a Network... -

I
\

)
©

v Adhoc_MCHPDe...
| guest
jian
LedZepAP
mchp-peap
mchp-secure

MicrochipDemo...

9
(V)

=)
9)

©

9)

IQ

[ 2
.)}
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B
9)

©
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©
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7. After connection to this ad hoc network is established, user can enter IP address
of the ad hoc network (for example, 169.254.52.38) on the smart device’'s web
browser. The demonstration is similar to the infrastructure network type. For
example, when user presses any of the buttons (S1 through S4) on the
development board, the web page will display the same buttons being pressed,
see Figure 4-35.

FIGURE 4-35: WEB BROWSER ON SMART DEVICE (AD HOC BSS)
al__ AT&T 3G 9:58 AM @ 94%
Microchip TCP/IP Stack Demo App

TCP/IP Stack Demo Application

Overview Welcome!

Dynamic Variables
Stack Verslon: v5.42

Form Processing Build Date: Aug 29 2012 00:08:00

This site demonstrates the  prentiometer: 1023
Cookies power, flexibility, and
File Uploads scalability of an 8, 16, or 32-bit embedded

web server. Everything you see is powered

by a Microchip PIC microcontroller running
= the Microchip TCP/IP Stack.

Confrppion On the right you'll see the current status of

i the demo board. For a quick example, click
the LEDs to toggle the lights on the board.
Press the push buttons (except MCLR!) or
turn the potentiometer and you'll see the
status update immediately. This examples
uses AJAX techniques to provide real-time
feedback.

This site is provided as a tutorial for the
various features of the HTTP web server,
including:

Send E-mall

Dynamic DNS

* Dynamic Variable Substitution -
display real-time data
Form Processing - handle input from
the client
Authentication - require a user name
and password
Cookies - store session state information
for richer applications
File Uploads - parse files for
configuration settings and more

Several example applications are also
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4.7.3 Network Type: CFG_WF_P2P

WiFi Direct (peer-to-peer (P2P)) network type is only applicable for 802.11g hence spe-
cific to MRF24WGOMA/B modules. The Samsung Galaxy tablet is used in this demon-
stration. Figure 4-36 illustrates the WiFi Direct environment setup.

FIGURE 4-36: WIFI DIRECT ENVIRONMENT SETUP

WiFi(overthe air) Group Owner(GO)

< amb

Development
Board

Computer
1

Group Client (GC) Smart device that supports
WiFi Direct mode eg Samsung
Galaxy tablet, Android Phones

The implementation is restricted to the role of group client (GC) only.
In the WF_Config.h file, perform these actions:

1. Define the MY_DEFAULT_NETWORK_TYPE as CFG_WF_P2P.

2. Allow the MY_DEFAULT WIFI_SECURITY_MODE as default (that is,
WF_SECURITY_WPS_PUSH_BUTTON).

3. Allowthe MY_DEFAULT_SSID_NAME as default (that is, DIRECT-), which is an
unique and specified identifier to identify a WiFi Direct network.

4. Allow the MY_DEFAULT_CHANNEL_LIST as default (that is, {1, 6, 11}), which
are the specified channels to be used in the WiFi Direct network.

Note: Specific smart devices may have a de facto security mode such as WPS
Push button, and may not prompt for a push button entry.

5. After the development board is powered up and running, the serial output is
displayed as shown in Figure 4-37.
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FIGURE 4-37: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY: WIFI
DIRECT NETWORK TYPE

— COMI192000aud - Tera Term W
File Edt Setup - Control Win dow Help

www WiF1 TCP/IP Demo ===
Start WiFi Connect
Domain: FCC

SSID: DIRECT-
Network Tupe: WiFi Direct
scan Tvpe; Active Scan
Channel List: 1, &6, 11
e : e :
Beacon Timeout:] 40

Security: WPS push button method
Power Save: Disabled

Hew IP Address: 169.254.1.1

Indicates:
« WiF Direct network

« DIRECT-as 55D

+ Social channels 1, 6 and 11

6. On the smart device, enable WiFi Direct mode, see Figure 4-38.

FIGURE 4-38: SMART DEVICE WIFI DIRECT MODE ENABLED

O Settings abSean =,

= Wi-Fi Wil = atvrorke. S Wi-f
o Wi-Fi Direct “an |
.. Bluetooth VISR

[ oM
Data usage

More...

m Sound

'-. wWallpaper
Lock screen
E:d Display

Fower saving

B e
ﬂ Storage

B sattery

2:43m0R
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7. The smart device will prompt a message to Accept or Decline the device. Click
to accept the connection request, see Figure 4-39.

FIGURE 4-39: SMART DEVICE PROMPT TO ACCEPT OR REJECT
CONNECTION REQUEST

Invitation to connect

MRF24WGO

Decline

8. The development board will display the successful connection status, as shown
in Figure 4-40.

FIGURE 4-40: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY: WIFI
DIRECT CONNECTION STATUS
=

|-f_-_ COML19200baud - Tera Tem
EF.I: Edit Setup Control Window < Help
=== WiFi TCP/IP Demo ===
Start WiF1 Connect
i FCC
08 1E Co 83 F1 48
DIRECT-
WiFi Direct
Scan Type: Active Scan
Channel List: 1. 6, 11
Retry Count: Retrv Forever
Beacon Timeout: 48
Security: WPS push button method
Power Save: Disabled

Hew IP Addre 169.254 .1.1

[Event: WPS p phrase Ready

Event: Connection Successful

‘ . BE:B1:F3:BA:SB:C4
channel: 11

'!I']H[:'.F' clil;_.rﬂ zuccesstul

New IP Address: 192.168.49.250

|
|| Take note ofnew IP address

9. After connection to this WiFi Direct network is established, users can enter the
Wi-Fi Direct network IP address (for example, 192.168.49.250) on the smart
device’s web browser. The demonstration is similar to the Infrastructure Network
type, see Figure 4-41.
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FIGURE 4-41: WEB BROWSER ON SMART DEVICE (WIFI DIRECT
NETWORK)

Microchi... ¥ ) indow —

A

- - . * Q KN

Welcome!
i Slach Version w42
Ferm Processing (sl D g T 300 3 D00 O

AV AW
- Thirs wte cle
i p— sealaRdty ¢ " s Fobertsmeter 1023

Cookws

rir Upioads

Wetmenl Cofilag v o leampes of the HITE meb ssives

ERIIP Coadiguaraimn
» Drymamis Yarisbde Substitutien - display real-time dats

2o 2

srvect 1 b

Far rrad s infanmartion or the Bcrochip TORP Blach, pleane refer o the TOFP flack AP
wataled milk the stack. This manusl can be lunckad rirn vouw Wisdows Tlar mami

2:90miE
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4.7.4

WPS Connection Method

An AP that supports WPS is used in this demonstration. Figure 4-42 illustrates the

WPS environment setup.

FIGURE 4-42:

WPS ENVIRONMENT SETUP

N

Computer
1

<>

WiFi(overthe air)

Development
Board

Computer
2

4

1.

2.

7.4.1

CFG_WF_INFRASTRUCTURE.

Define the MY_DEFAULT WIFI_SECURITY_MODE as
WF_SECURITY_WPS_PUSH_BUTTON.

Define the MY_DEFAULT_SSID_NAME as *".

WPS METHOD: WF_SECURITY_WPS_PUSH_BUTTON

In the WF_ConTfig.h file, perform these actions:
Define the MY_DEFAULT_NETWORK_TYPE as

After the development board is powered up and running, the serial output

displays the message shown in Figure 4-43.
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FIGURE 4-43: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY: WPS
PUSH BUTTON

. COM1:19200baud - Tera Term VT L K z — o )
=8 e e — i
File Edit Setup Control Window Help
xxx HiF1 TCP/IP Demo wxx
Start WiF1 Connect
Domain:
MOr -
S$SID: (none)

Network Type: Infrastructure {using WPS Push Button)

Channel List: 1, &% .8 0 1.8 3. 0 1]
Eetrp Count: Retry Forever

Security:

New IP Address: 169.254.1.1 J

Indicates:
¢ Infrastructure network using WPS push button

¢ SSID is (none)

e Security selected is WPS push button method

Note: The development board with the MRF24WGOMA/B PICtail, by default, has
the Push button already pressed. For an actual product based on the
MRF24WGOMA/B PICtail, the user will need to be prompted to press the
Push button.

5. On the AP or router settings, select WPS mode, and then click the Push button
to initiate the WPS procedure.
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FIGURE 4-44. ACCESS POINT/ROUTER WPS PUSH BUTTON METHOD
€ 192.168.1.1/wire t = |28~ Google Pl & B~

LINKSYS by Cisco

Firmware Version: 1.0.02
Wireless-G Broadband Router WRTS4G2
Wireless Access FERICRUOTS Administration

Setup Wireless Security A & Gaming

Advanced Wireless

Basic Wireless Settings | Wireless Security | Wireless MAC Filter | Settings

Wi-Fi Protected Setu
—
Wireless Configuration @ Wi you wish lo exclude Wireless-G
v g Manudl Wi-Fi Protected Setup clients, choose B-Only Mode. If
you would like to disabie wireless
e access, choose Disable.
Wi-Fi Protected Setup More...
P l Use one of the following for each Wi-Fi Protected Setup supported device
ush 1. It your chient device has a 4 1
) Wi-F| Protected Setup button 1. Select WPS mode =
Button click or press that button, and
P’]llf‘l then click the button on the right
£ OR \
2 I your chent device has a Wl-_Fl F‘_r_ule:ted Setup PIN number enter that numbser hers
and then click. Register
| T %
oR 2. Click on button
3. I your chent asks for the Router's PIN number.enter this number 02357386 ir
chient device

Wi-Fi Protected Setup Status: Configured

Network Name (SSID): MicrochipDemoAP_123

Security: Disabled

6. The AP will search and connect to the client devices, see Figure 4-45 and

Figure 4-46.
FIGURE 4-45: ACCESS POINT/ROUTER IN SEARCH MODE
Basic Wireless se‘tnngs I-I-

= 192.168.1.1

Saarching for chienl device

Please wail
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FIGURE 4-46: ACCESS POINT/ROUTER FOUND AND CONNECTING TO DEVELOPMENT
BOARD
L2 192 168.1.1% & | i AllaB-

Connecting your client device to your network

Please wait...

7. After the development board has established the connection, the AP prompts the
message as shown in Figure 4-47.

FIGURE 4-47: ACCESS POINT/ROUTER WPS PUSH BUTTON METHOD: SUCCESSFUL
CONNECTION

Basec Wiredess Seiings | +

Congratulatiens!

Your client device is now securely
connected to your network,

Refer back to your client device for furthar
instructions,

Press "OK" to continue.

8. Click OK.
9. The serial output will display the connection details as shown in Figure 4-48.
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FIGURE 4-48: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY: WPS
PUSH BUTTON

wew WiF]
Start Wi
Domain
MAL :

SS10:

Hetwork
Scan Tvp
Channel
Retry Co
Beacon 1
Security
Power Sa

Mew IP A
Event: C
DHCP ¢l
Hew IF A

i COMLI9200baud - Tera Term VT ESREES X

File Edt Setup Contral Wendew Help

TCP/IP Demg wws=
Fi Connect
FCC
B 1F CO 08 F1 40
{none)
Tupe: Infrastructure (using WPS Push Button)
Active Scan
! 1, 2, 3. &, 5,6, 7, 8,9, 18, 11
unt: Retrv Forever
imeout: 40
! WPS push button method
e Disabled

ddress

[i]] C

bssid: .22 713:2C:4B
channel: 6

ent successful

ddress: 192.168.1.101
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4742 WPS METHOD: WF_SECURITY_WPS_PIN

In the WF_Config.h file, perform these actions:
1. Define the MY_DEFAULT_WIFI_SECURITY_MODE as
WF_SECURITY_WPS_PIN.

2. Define the MY_DEFAULT_WPS_PIN to be used, and this needs to be an exact
match to the AP/router PIN, for example, 12390212.

3. Define the MY_DEFAULT_SSID_NAME to be same as the AP or router’s SSID.

4. After the development board is powered up and running, the UART output will
display the message shown in Figure 4-49.

FIGURE 4-49: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY: WPS
PIN METHOD
5 COM1:19200baud - Temderm VI TR F=ARE x|

Start WiF1 Connect |
Domain: FCC

e Q i
MicrochipDemoAP_123
Infrastructure {using HWPS P

1. 2. 33 1, 8,9, 18, 11
Count: Retry Forever

Mew IP Address: 169.254.1.1

Indicates:
* Infrastructure BSS using WPS PIN
« Security selected is WPS PIN method |

5.  With the software running on the development board, on the AP or router settings
select WPS mode. Enter the PIN number and click Register. These procedures
are similar for different APs or routers.
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FIGURE 4-50: ACCESS POINT/ROUTER WPS PIN METHOD
‘;‘_‘M Basic Wireless Settings [+

€ 192.168.1.1/»

LINKSYS by Cisco

Firmware Version: 1.0.02
Wireless-G Broadband Router WRTS4G2

Wireless

Access Applications

Administration
Restrictions & Gaming

Setup Wiraless Sacurity

Advanced Wireless
Setlings

Wi-Fi Protected Setup Wireless Network Mode: If

Wireless Configuration Manual | 9 Wi-Fi Protected Setup ﬁn‘l‘::t‘:ﬂ mlg,.w,:m;

you would like lo disable wireless
m access, choose Disable
Wi-Fi Protected Setup More...

Basic Wireless Settings | Wireless Security | Wireless MAC Filter |

Use one of the following for each Wi-Fi Protected Setup supported device:

1. If your client device has a A FP 3
WI-F| Protected Setup button, 1 T SeIECt S m Dde T
click or press that button, and

then click the button on the right.

OR
o enldevice has a Wi-Fi Protected Setup PIN numberenter that number herg
12390212 and hen cick|_Register
oR
3. If your client asks for e Routers PIN number.enter this number 02357386 In your

chent device
2. Enter PIN and click

Wi-Fi Protected Setup Status: Configured Register button

Network Name (SSID): MicrochipDemoAP_123

Security: Disabled

6. The AP or router will search for the development board, and report the status of
the successful connection, as shown in Figure 4-51.

FIGURE 4-51: ACCESS POINT/ROUTER WPS PIN METHOD: SUCCESSFUL CONNECTION

) Basec Wirehess Seitings | +
€ 18216811 3L | ’ 2. m 0O-

Congratulations!

Your client device is now securely
connected to your network,

Refer back to your client device for further
instructions.

Press "OK" to continue.
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7. After AP or router accepts the connection request, the development board will
display the status as connection successful, see Figure 4-52.

FIGURE 4-52: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY: WPS
PIN METHOD
T cOMI19200baud - Tera: :n:UT 5_‘ b e . e = ] |

(File Edit Setup Control Window Help

muw WiF1 TCP/IP Demo ===
Start WiFi Connect

Foe
lfj{'l- “1E CO 88 F1 40
MicrochiplemoAP_123
lﬂril‘rrhtr!:(.ture {using WPS Pin)

i Sc
. 2, : .5, 6, 7,8, 9, 18, 11
Retrv Forever

PIN method

T 1 I'I'lF"'t]IIf
Pmuer- Save :

Mew IP Adde
Event: Connec : i
s id: 58 20 4B

channel :

Hew IF Address: 204 . D2 . [
DHCP client succ 3 |

ﬁeu IP Address: 192 168.1.101 |
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4.8 RUNNING THE TCPIP — WIFI CONSOLE

FIGURE 4-53:

This demonstration supports the following network types:

« CFG_WF_INFRASTRUCTURE
« CFG_WF_ADHOC
« CFG_WF_P2P.

This section only elaborates the CFG_WF_INFRASTRUCTURE network type. Refer to
4.1.1 “TCPIP — Demo App”, for more information on the CFG_WF_ADHOC and
CFG_WF_P2P network types.

Iperf is a commonly used network test tool that allows user to test throughput for
network performance measurements. Iperf operates with a server and a client. The
client will send data to the server at a specified rate and the bandwidth will be
calculated from the server side (even though both the client and server will produce
throughput numbers, the numbers that are in the server window are the most accurate).
Iperf requires the serial UART port to be connected to a computer (issuing commands
through the HyperTerminal session). To run the Iperf demonstration, compile the
correct project. Referto 4.3 “Opening Existing Projects”, butinstead use the projects
that are located in C:\Microchip Solutions\ TCPIP\ WiFi Console\.

4.8.1 Installing iperf.exe

1. After compiling and downloading the code, install iperf.exe on the computer.
Refer to Appendix A.4, for a link to access the iperf.exe.

2. Download and install the iper¥.exe binary file in the C:\Windows\system32
that is easier to use from any command prompt in the future.

INSTALLING Iperf.exe

@Back »

Address ||

_g- Maove this file
(Y Copy this fie

Web
:J E-mail this file
¢ Delete this file

Other Places

) WINDOWS
._J My Docunents

ig MMy Computer

File Edit “iew Faworites Tools Help

& system32 g@|®

CAWINDOWS|system32 ) / v Go
' s — ~
| System Tasks _' | ﬁ ﬁ ﬁ ﬁ ﬁ Q

(@) Hide the contents of | imapi.exe  imeshare.dl  imgutil.di imm32.di inetcfg.dl  inetcomm.dl  inetcpl.cpl

this Falder
Y Add or remove z [

3 3 3 & 3y |8
- Search for files or

folders ineteple. dil inetmib 1.4l inetpp. inetppui.di inetres.dl  infocardapi.dl infocardepl.cpl
File and Folder Tasks * ﬁ E.l ﬁ E] = I _‘-Q
Iim Rename this file infasoft.dll initpld. dil inseng.dil instcat.sql intl.cpl iclogmsg.dll

g Pubiish this file to the

|) Shared Documents

Install to this directory to allow iperf to

5 P 'Sea run from any command prompt

2 M W 3 8 3

jpeonf.tsp  ipconfigexe [l phlpspidl  iPlotlibrary,.  ipmontr.dl  ipnathip.di

3 3 O & A

ippromon.dil iprop.dil iprtprio.dil iprermgr il Ipsecé.exe  ipsecsnp.dl  ipsecsve.dll

O & & & & [

ipsmsnap.dil ipvé.exe ipvémon.dl  ipxmontr.dl ipxpromn.dll ipoorip. il ipxroute. exe

@,

e I
[,

2,
| |

Date Created: 4f22/2009 5;

26 PM Size; 103 KB 105 KE '-j'HrCumLter

DS52108A-page 72

Prelimin ary © 2013 Microchip Technology Inc.



Sample Application Demonstrations

3. Afterinstalling Iperf, on the computer open a command prompt either running the
cmd . exe from the “Run” dialog (see Figure 4-54) or by selecting it from the All
Programs menu (see Figure 4-55).

FIGURE 4-54: OPENING A COMMAND PROMPT FROM RUN DIALOG
Run PIX]
" Type the name of a program, folder, document, ar
- Internet resource, and Windows will open it For wou,
Open i v|
(o] 4 ] [ Cancel ] [ Browse. ., ]
FIGURE 4-55: OPENING A COMMAND PROMPT FROM PROGRAMS MENU
§ e 7-dip *
f Accessories ) Accessibility
) Atmel AVR Tools » I ) Communications
{7) AVGFree8.S * I {T) Entertainment
{7} Cadence Design Systems » Il ) System Tools
.j EAGLE Layout Editar 5.4.0 Pl ) Address Book
{T) FileZilla FTP Client Pl & Caloulator
:"_"*'| Games (3| < Command Prompt Y
. M,
{T) HI-TECH Software »} & HNotepad
™ Launchy sl W Paint
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4. To run Iperf, user must know the IP address of the development board and the
computer (server and client). The IP address of the development board can be
viewed on the LCD or on the serial output, as shown in Figure 4-56.

FIGURE 4-56: DEVELOPMENT BOARD SERIAL OUTPUT

—F
= COM1:19200baud - Tera Term VT

=

File Edit Setup Control Window Help

wwx [iF1 Console Demo ===
Start WiF1i Connect
Domain: FCC
AC: 0@ 1E CO 88 F1 4B
SID: MicrochipDemoAP_123
Infrastructure
Active Scan

Retrv Forever
40

Open

Disabled

via DHCP
Event: Connection Successful
bssid: P0:22:6B:73:2C: 4B
channel: 6
DHCP client successful

New IP Address: 192.168.1.102

1, 2, 3, 4, 5,6, 17,8,9, 10, 11

5. In the HyperTerminal window of the development board, press the Enter key,
Figure 4-57 is displayed and it indicates the development board is ready to run

Iperf.
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FIGURE 4-57: HYPERTERMINAL WINDOW READY

S COM1:19200baud - Tera Term VT D - ool et S

[File Edit Setup Control Window Help |

»=x WiF1 Console Demo === -
Start WiFi Connect
FCC

00 1E CB 08 F1 40
HicrochipDemoAP_123
Infrastructure |
Active Scan |
1, 2. 3, %, 5. 6, 1. 8. 9 10 11 |

Retry Count: Retry Forever

Beacon Timeout: 40

| Open
Disabled
via DHCP

: Connection Successful
bssid: 00:22:6B:73:2C:4B
| channel: 6
DHCP client successful

New IP Address: 192.168.1.102

i« WiF1 Host Interface Monitor
= (c) 2008, 2009, 2018, 2011 —— Microchip Technology,

ll* Type "help’ to get a list of commands.

6. To get the IP address of the computer, run ipconfig command from the com-
mand prompt, as shown in Figure 4-58.

FIGURE 4-58: USING IPCONFIG TO GET PC IP ADDRESS

e+ Command Prompt

Cz~2ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHNS Suffix
IP Add
mn
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FIGURE 4-59:

4.8.2 ipconfig Command Details

A typical server and client command, and what the options meaning is provided below:

e iperf —s —u —1 <seconds>
Where,
-s indicates the server
-u sends UDP datagrams
—I <seconds> indicates frequency of the status update
e iperf —c <ip_addr> -b <bw> -1 <seconds> -t <seconds>
Where,
-c indicates the client
<ip_addr> is the IP address of the server to communicate to
-b <bw> specifies the amount of data to try and pass through as bandwidth
-1 <seconds> indicates how often the screen updates the status
-t <seconds> indicates how long to run the test for

4.8.3 Testing Transmit Performance

To test the MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PICtail™ transmit
performance, set up the following:

1. Computer (command prompt) as the server.
2. PICtail (HyperTerminal session) as the client.

Note: Before starting user must start the server connection.

3. A sample of the typical Iperf run for testing the transmit performance on the
computer (server) and Development Board (client), see Figure 4-59 and
Figure 4-60.

IPERF TRANSMIT PERFORMANCE (PC — SERVER)

C:\Windous"

1 2e+009%)

[148]
[148]
[148]
[148]
[148]
[148]
[148]
[148]
[148]

ﬂ_
.B=
.8-

ﬂ-

G.

n_

B-

B =4 @ U B e R =

Hicrosoft Win
Copyright (c) 2002 Microsof

@« N

@ Administrator: Command P

¢ [Uersion 6

ystem32riperf -o

stening on UDP port 500
eiving 1470 byte datagrams
size: B.00 KByte (default)

[[148] local 132._1i port 58061 connected with 192.168.
il ID] Interual Transfer Banduwidth Jitter <] Total Datagrams

0 sec 60.3 KBytes 434 Kbaits/sec 27.T7T18 ms 1342205029/ 42 (3

P

=i =j =§ L O &

X
w

=2 B

Ebit
Ebit
Ebit
Kbit

B/
8/
8/

0 60

sec 45
61
B1
60

KBytes
KBytes
KBytes
KBytes
(Bytes Kbit
KBytes Ebit

4= o= U WA e
W D O O =d
&£ £ O

N =M B

w W

3 B R R R RO

KBytes 478 KEbi
KBytes 435 Kbit
KBytes 480 Kbit

= ) G o=y =) D

o
o

Note: If encounter error in running Iperf under WinOS, run Iperf in Administrator

mode.
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FIGURE 4-60: IPERF TRANSMIT PERFORMANCE (DEVELOPMENT BOARD

— CLIENT)

COML1900baud - Tera Term VI

Mew TP Address: 192 .168.1.102

Client connecting to 192.168.1.161, UDP port 5001

File Cdit Setup Ceontrel Windew lslp

_Host Interface Monito . .
2005, 2009, 20109, 2011 Microchip Technology, In

R e

Session started ... )
- Local 192.168.1.102 port 4096 connected with
Remote 192 .168.1.101 5001
larget rate = SHOO00D ., pariod = me
a/s i B%) Kbps
([ 0%) 95 Kbps
A6 Khps
Khps
i) N Kbps
B%) Kbps
0% ) Kbps
%) Kbps
457 Kbps
&76 Kbps
10.1 secl / 413 { 8X) £79 Kbps
Session completed ...
Tw done. Socket closed.
Iperf completed.

[ O KN R R A R N A |
o ek ke o e et
C IR

P e e ey e e
oo DDOES
=1

4. To know the development board receiver performance, the server and client
must reverse roles (server is the development board HyperTerminal session and
clientis the computer command prompt window). Also, change the IP address to
match the server’s address.
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4.9 RUNNING THE TCPIP — WIFI EZCONFIG

This demonstration supports the following network types:
« CFG_WF_ADHOC
« CFG_WF_SOFT_AP

49.1  Network Type: CFG_WF_ADHOC

In this demonstration, a computer with wireless network adapter is used. Smart
devices, such as iPhone can also be used. This demonstration will direct the user to
connect to another AP in infrastructure network type. Figure 4-61 shows the ad hoc
network environment setup.

FIGURE 4-61: AD HOC NETWORK ENVIRONMENT SETUP

WiFi{overthe air)

<>
Computer Computer with
1;) Development wireless network
Board adaptor
Computer2

In the WF_Config.h file, perform these actions:
1. Define MY_DEFAULT_NETWORK_TYPE as CFG_WF_ADHOC.
The demonstration will attempt to connect to the last known network.

Note: If the user wants to Reset the demonstration to startup in Ad hoc mode
again, press and hold S3 button on the Explorer 16 Development Board
four seconds.
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FIGURE 4-62:

PRESS S3 BUTTON ON EXPLORER 16 DEVELOPMENT
BOARD TO RESET DEMO)

-~
-—
—
3

Button $3

2. The serial output is changed to indicate Reset is effective, see Figure 4-63.

FIGURE 4-63:

DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY: RESET
MESSAGE

L IO 1 - Ta

‘U-!. Ll Tebap Ceiedd Wisles belp
|

FR -G - LI - -

After the development board has established connection with computer 2, the
LCD panel will display the IP address of the computer that is being used.
Alternately, the serial output should display similar information, see Figure 4-64.
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FIGURE 4-64: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY:
SUCCESSFUL CONNECTION

[ — —— I = -
commzoow Tera Term VT S e X
File Edit 5 Sﬂup Con!wl '.\lmdnw He&p .

wuw iF1 EZConfig Demo =s=
Start WiFi Connect

[ﬂ=yFunf11
HLHiut

ist: All th“ﬁél; in domain
q
Beacon Timeout: 48
security: Open
Power Save: Disabled

Mew IP Address: 169.254.1.1
Event: Connection Successful

Takenote of this IP address!

4. Computer 2 will display the list of available wireless networks, and among them
is the wireless network with SSID EasyConfig. Click EasyConfig to connect to
the development board, as shown in Figure 4-65.

FIGURE 4-65: WIRELESS NETWORK CONNECTION (COMPUTER 2)
C ey o ——— x

-

‘ EasyConfig Connected
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5. On successful connection between the development board (computer 1) and
computer 2, use the web browser on computer 2 to download the image and
upload the Easyconfig.bin file. This file is located in the root directory of the
TCPIP-WiFi EZConfFig directory, see Figure 4-66.

6. On computer 2 web browser, type http://xxx.xxx.xxx.xxx/mpfsupload, where
XXX XXX.XXX. XXX is the IP address of the development board.

FIGURE 4-66: WEB SERVER IMAGE UPLOAD (COMPUTER 2)
% ! hittpy//169.254.1.1/mpfsupload
€ [} 169.25411/mpfsupload
MPFS Image Upload
CiMic hip Soluions v2012-08- | Browse. | | Upload |
& Fite Upload
_r,_-;|i « TCPIP b WiFi EZConfig » = WiFi EZC
e 4
Organize = New folder = -
. Favorites = Name ) Date modified
M Deskiop ). Configs
l4 Downioads | EasyConfigWebpages
<» Recent Places ). MPLABX
L ). Precompiled Hex
- Libraries | -l CleanUp - Keep hex
* Documents - CleanUp
4. Music - Convert WebPages to MPFS
+. Pictures CustomHTTPAPp.c
= Subversion CustomSNMPApp.c
B videos EasyConfig.bin
HardwareProfileh
& Computer HTTPPrinth /1472012500 PM_ H File
B Windows7 OS (C: 7 n }

File name: EasyConfig.bin e IAlI Files >

[ Open i'l Cancel

7. On successful uploading, click the site main page link to navigate to the main
page of the web browser, see Figure 4-67.
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FIGURE 4-67: WEB BROWSER (COMPUTER 2)

m} Microchip EasyConfig Demo

Pl A B~

Microchip

EasyConfig Demo Application

Browser-based Device LEDS: ek ta topgle)
Configuration

. — Buttons:
This demonstration application showcases AARMA

how to configure and program an embedded

Wi-Fi device that does not have a natural Potentiometer; 1023
keyboard and screen. By using the intemal

webserver that accompanies the Microchip

TCR/IP stack, end-users can use their browser as a conduit for programming
the device with the correct network parameters.

For a wireless network, an end-user would need to have knowledge of at least
the following information:

* SSID name
* Security type (WEP, WPA, WPAZ)
* Sacurity key

As pioneered by most modern operating systems, EasyConfig also has the
ability to scan for all networks in the vicinity of the device, and display them
to the user. The user will also be given additional information about the
network such as whether security is enabled or how far away the other
network is. Users are also given the opportunity to enter all the network

i ion fly, which is required when trying to connect to a network
with a hidden SSID.

There are two menu items on the left hand side. The first is the current page
you see, which shows similar information to the standard TCP/IP Microchip
Demo App (status of the LEDs, buttons, and potentiometer).

The second menu item {Configure Network), will display a page that will allow
you to scan for nearby networks, see them, and then connect to another
network. After the attempt is made to connect to the new network, you will
have to transition your wireless PC,laptop, or handhald wireless device to this
new network in order to see that the device has indeed changed networks.

8. Click Configure Network to scan for wireless networks. As scanning is in
progress, you may receive an error message, as shown in Figure 4-68.

:1169.254.1.1 /configure.htm { x| (48~ Google

Command failed.
Connection to development board was lost.

9. Click OK.
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10. After scanning is completed, a list of available wireless network will be displayed,
see Figure 4-69.

FIGURE 4-69: WEB BROWSER (COMPUTER 2): LIST OF AVAILABLE WIRELESS NETWORKS

w Microchip EasyConfig Demo I +
|——= :

€« 169.254.1.1/cc ol

Microchip
EasyConfig Demo Application

Scan for Wiraless Networks

Configure Network mch-peap A
guast
mchp-secure -
pan
st
| MicrochipDemoaP_123 |
mchp-paap ]
mchp-secure -

MicrochipDemoaP-vh &

guest

mchp-secure -
mchp-peap &
mchp-secure -
LadZapaAP

guest

mehp-paap &
mchp-secure &

Other Network.

11. Click on the specific network, for example, infrastructure network with SSID
MicrochipDemoAP_123.

12. The development board serial output will display the status of the scan results,
see Figure 4-70.

FIGURE 4-70: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY
(COMPUTER 1): SCAN RESULTS

FCC
00 1E CO 08 F1 40
I

s in domain

Retry Count: 3
jeacon Timeout: 48

ir1 by Open
ower Save: Dizabled

;

Mew IP Addre
iil
Teady, 20results
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13. The web browser will highlight the transition from the old (ad hoc) network to the
newly (infrastructure) selected network, as shown in Figure 4-71. In this
example, infrastructure network with SSID MicrochipDemoAP_123.

FIGURE 4-71: WEB BROWSER (COMPUTER 2): TRANSITION FROM OLD (AD HOC MODE) TO
NEW (INFRASTRUCTURE MODE) NETWORK

M ") Microchip EasyConfig Demo I_-I-

€ [ 16925411 - <1[8-

EasyConfig Demo Application

Overview . -
— Reconnection in Progress
Configure Notwork

A connection to another network is now underway! You will need to connect
this laptop/PC/portable device to the new network (“MicrochpDemoAP_123")
to regain access to this demo.

As a remander, this 15 the network you were on:

* SSID: “EasyConfig”
* WLAN type: adhoc (1BSS)

Thes 15 the network that you will be going to:

* SSID: "MicrochepDemoAP_123"
* WLAN type: infrastructure (BSS)

14. The development board serial output will display the status of the new network,
as shown in Figure 4-72.

FIGURE 4-72: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY
(COMPUTER 1): NEW NETWORK INFO

B0 1E CO 83 F1 &0

¥l channels 1n domaim

Upien

Uacab o
New 1P Address: 169.254.1.1
Fvenl: Conneclion Success

Fvent: Scan Resull

Fuenl: Conneclion Su 4
bssid 1| B o
¢ hanne | ]

||”||I i =||'||1 L) II'.'.IIII

Now [P Reddress: 192.168.1.101
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15. On computer 2, if you enter the old network address, the “Unable to connect”
error message will be displayed.

FIGURE 4-73: WEB BROWSER (COMPUTER 2): OLD NETWORK IP ADDRESS

CRES poe——

€ A 16925411 e || M- Google

L Unable to connect
Firefox can't establish a connection to the server at 169.254.1.1.
= The site could be temporarily unavailable or too busy. Try again in a few moments.

= If you are unable to load any pages, check your computer’s network connection.

» If your computer or network is protected by a firewall or proxy, make sure that Firefox
is permitted to access the Web.

-

16. Enter the new IP address of the newly joined network.

FIGURE 4-74: WEB BROWSER (COMPUTER 2): NEW NETWORK IP
ADDRESS

m Microchip EasyConfig Demo

€ [ 1921681101

@ MICROCHIP
EasyConfig Demo Application

m Browser-based Device LEDS: {etick ts toggle)
Conigueation

Buttons:

This demonstration application showcases R

how to configure and program an embedded

Wi-Fi device that does not have a natural Potentiometer: 1023
keyboard and screen. By using the internal

webserver that accompanies the Microchip

TCP/IP stack, end-users can use their browser as a conduit for programming
the device with the comect network parameters.

For a wireless network, an end-user would need to have knowledge of at least
the following information:

* S5ID name
« Security type (WEP, WPA, WPAZ)
» Security key

As pioneered by most modern operating systems, EasyConfig also has the
ability to scan for all networks in the vicinity of the device, and display them
to the user. The user will also be given additional information about the
network such as whether security is enabled or how far away the other
network is. Users are also given the opportunity to enter all the network

Iy, which is ired when trying to connect to a network

with a hudden SSID.

There are two menu items on the left hand side. The first is the current page
you see, which shows similar information to the standard TCP/IP Microchip
Demo App (status of the LEDs, buttons, and potentiometer).

The second menu item (Configure Netwerk), will display a page that will allow
you to scan for nearby networks, see them, and then connect to another
network. After the attempt is made to connect to the new network, you will
have to transition your wireless PC laptop, or handheld wireless device to this
new network in order to see that the device has indead changed networks,
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4.9.2 Network Type: CFG_WF_SOFT_AP

This SoftAP function uses the base EasyConfig demonstration due to the required fea-
tures: DHCP server and HTTP server. The implementation is a simplified SoftAP (as of
MLA October 2012 release), and is limited to the following:

¢ Only supported by MRF24WGOMA/B

< No routing supported

« Only one client is allowed (RF module FW version 0x3107)

* Initial security mode supported is Open mode and WEP security (MLA October
2012 and future versions). More security modes may be supported in the future.

» Does not support Power-save feature.

In the WF_Config.h file, perform these actions:

1. Define the MY_DEFAULT_NETWORK_TYPE as CFG_WF_SOFT_AP.

2. Define the MY_DEFAULT_SSID_NAME, for example, MCHPSoftAP_123.

3. The demonstration attempts to connect to the last known network. If the user
wants to reset the demonstration to start in SoftAP mode again, press and hold
S3 button on the Explorer 16 Development Board for four seconds. Figure 4-75
shows the SoftAP environment setup.

FIGURE 4-75: SOFTAP ENVIRONMENT SETUP

WiFi{overthe air)

Computer 2
—tp (Eg Laptop with

wireless network

4

Computer adaptororsmart
3 Development device)
Board
STA
Soft AP

4. Atfter the software is running on the development board, the serial output should
display similar information as shown in Figure 4-76. The development board is
SoftAP.
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FIGURE 4-76: DEVELOPMENT BOARD SERIAL OUTPUT DISPLAY
(COMPUTER 1)

' COM1:19200baud - Tera Term VT
File Edit Setup Control Window Help

=== WiFi EZConfig Demo === -
Start WiFi Connect
Domain: FCC

MCHPSof tAP_123
SoftAP

Security: ) \

New IP Address: 192.168.1.1 :

Event: Connection Successful Indicates network
as SoftaP

Take note of this IF addressl|

=¥ ‘i"""‘ - |z =D e

5. On computer 2, user can view the SoftAP SSID in the list of available wireless
networks, see Figure 4-77. Select SoftAP SSID to join SoftAP network.

FIGURE 4-77: LIST OF AVAILABLE WIRELESS NETWORK CONNECTION
(COMPUTER 2)

MCHPSoftAP_123 Connected [l
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6. On computer 2, enter ipconfig in the Command Prompt, the wireless connec-
tion to this Soft AP will be displayed, as shown in Figure 4-78.

FIGURE 4-78: IPCONFIG WIRELESS NETWORK CONNECTION STATUS (COMPUTER 2)

7. Similarly, ping the SoftAP, as shown in Figure 4-79.

FIGURE 4-79: PINGING SOFT AP (COMPUTER 2)

yroxim
Minimum

8. Run computer 2 web browser to connect to the web server of the SoftAP.
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FIGURE 4-80: WEB BROWSER (COMPUTER 2)
€ & 19216811 ¢ ||*- Google

A3\ MicrocHiP
EasyConfig Demo Application

m Browser-based Device LEDe: A
Configure i H

This demonstration application showcases Buttons:

how to configure and program an embedded AAAA

Wi-Fi device that does not have a natural Potentiometer: 1023
keyboard and screen. By using the internal

webserver that accompanies the Microchip

TCP/IP stack, end-users can use their browser as a conduit for programming
the device with the correct network parameters.

For a wireless network, an end-user would need to have knowledge of at
least the following information:

* SSID name
 Security type (WEP, WPA, WPA2)
» Security key

As pioneered by most modern operating systems, EasyConfig also has the
ability to scan for all networks in the vicinity of the device, and display them
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NOTES:
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Chapter 5. Microchip Development Board Specifics

51 PICDEM.NET 2 USAGE
This section provides instructions specific to the PICDEM.net 2 Development Board.
Note the connector (J1) on the PICtail. Table 5-1 provides the PICDEM.net 2 PICtail pin
descriptions. If you are using Explorer 16 Development Board, skip this section.
TABLE 5-1: PICDEM.NET 2 PICTAIL PIN DESCRIPTION
Function I/0 Pin Descriptions
CSN | J1-24/RC2 | SPI chip select (asserted low)
SCK | J1-12/RC3 | SPI clock
SDO (0] J1-10/RC4 | SPI data out from MRF24W
SDI | J1-8/RC5 SPI data in to MRF24W
INT_NX (0] J1-27 Interrupt signal from MRF24W (asserted low)
RST_N | J1-25/RB1 | Master Reset (asserted low)
CE_N | J1-23/RB2 | MRF24W disable (asserted low)
VDD | J1-26 5V power input
5.2 EXPLORER 16 USAGE

This section provides instructions specific to the Explorer 16 Development Board. If you
are using PICDEM.net 2 Development Board, skip this section. The male connector
(J2) on the PICtall is the female connector (J5) on the Explorer 16 Development Board.
Table 5-2 provides the PICDEM.net 2 PICtail pin descriptions.

TABLE 5-2: EXPLORER 16 PICTAIL PIN DESCRIPTION
Function I/0 Pin Descriptions
CSN I J2-1/RB2 SPI chip select (asserted low)
SCK I J2-3/RF6/SCK1 SPI clock
SDO O |J2-5/RF7/SDI1_E |SPI data out from MRF24W
SDI I J2-7/RF8/SDO1_E |SPI data in to MRF24W
INT_NX O | J2-18/RES8/INT1 Interrupt signal from MRF24W (asserted low)
RST_N I J2-28/RFO Master Reset (asserted low)
CE_N I J2-30/RF1 MRF24W disable (asserted low)
VDD I J2-21 & J2-22 3.3V power input
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5.3 ERASING EEPROM

When debugging, if code settings (especially related to SSID name, MAC address and
so on) are not effected, then erase the EEPROM. The values in the EEPROM takes
precedence over values that are defined in the source code (thatis, TCPI1PConfig.h).

To erase the EEPROM, perform these actions:

1. Ensure that the development board is programmed and not in Debug mode.

2. Disconnect the MPLAB® ICD 3 or MPLAB REAL ICE™ from the Development
Board.

3. Press and hold BUTTONO (RD13/S4 on Explorer 16 Development Board and
RB3/S5 on the PICDEM.net™ 2 Development Board).

4. Press the MCLR button.

5. Continue holding BUTTONO until several LEDs flash indicates the EEPROM is
cleared. This takes about four seconds. Alternately, if UART is connected to the
development board, the following output is displayed:

BUTTONO held for more than 4 seconds.Default settings
restored

6. Release the BUTTONO.
7. Press the MCLR button again to Reset the software.
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Appendix A. Appendix

Al

A.2

A.3

A4

MICROCHIP HARDWARE

Microchip hardware, including the MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® PIC-
tail™ can be purchased from Microchip Direct (http://www.microchipdirect.com) or from
any of the Microchip distributors.

Microchip development tool MPLAB ICD 3 In-Circuit Debugger (ICD) (http://
www.microchip.com/stellent/
idcplg?ldcService=SS_GET_PAGE&nodeld=1406&dDocName=en537580)

MICROCHIP SOFTWARE

e TCP/IP stack source code (http://www.microchip.com/stellent/
idcplg?ldcService=SS_GET_PAGE&nodeld=2680&dDocName=en537041)

« MPLAB X IDE (http://www.microchip.com/pagehandler/en-us/family/mplabx/)

* MPLAB XC Compiler (http://www.microchip.com/pagehandler/en_us/devtools/
mplabxc/)

MRF24WBOMA/B OR MRF24WGOMA/B WI-FI® RESOURCES

The MRF24WBOMA/B or MRF24WGOMA/B Wi-Fi® support web site (http:/
www.microchip.com/pagehandler/en-us/technology/wifi), contains the latest
information, application notes, errata, module data sheets, and other useful
information.

TOOLS

Iperf (http://www.softpedia.com/progDownload/Iperf-Download-78352.html)
Wireshark PSK calculator (http://www.wireshark.org/tools/wpa-psk.html)

WEP Key calculator (http://wepkey.com)

WEP Key ASCII calculator (http://www.andrewscompanies.com/tools/wep.asp)
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